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01. Introduction



Dave Snowden's uncertainty matrices offer a comprehensive 
approach for navigating strategic decision-making complexities and 
managing uncertainties across different domains. However, their 
effective application requires substantial expertise in the impacted 
domains and familiarity with complex frameworks.

Recognising both the value and potential barriers this poses in digital 
transformation, I created a contextualised version of the matrices to be 
more accessible for those embarking on this journey. The intention is 
that this implementation can be used as a framework of sorts to guide 
three key planning areas of digital transformation:

1. Risk management
2. Business process re-engineering
3. Technology enhancement

Creating this adaptation involved simplifying the framework, replacing 
the terminology to be directly relevant to digital transformation, and 
providing actionable guidance and illustrative examples suitable for 
most organisations. My goal was to convert the matrices from an 
abstract tool into a practical guide that demystifies some of digital 
innovation's complexities. By making strategic decision-making more 
understandable and actionable, this framework aims to reduce the 
barriers for those new to such frameworks or digital transformation, 
providing a clear roadmap for addressing uncertainties and
leveraging opportunities.
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To appreciate the innovation behind the uncertainty matrices, it's 
helpful to understand the foundational knowns and unknowns.

Known-knowns are the aspects we are aware of and understand. For 
example, your current sales figures.

Known-unknowns the things we are aware of but don't yet understand.  
For example, customer preferences are changing but you don't yet 
understand how or why.

Unknown-Knowns are aspects we understand but are not aware of. For 
example, you  have the skills to improve efficiency through a new 
software tool but you haven't realised the tool's full potential yet.

Unknown-unknowns are elements that we are not aware of nor would 
we understand them if we were. For example, an emerging technology 
that will disrupt your business but it is completely different to anything 
you have ever experienced or worked with.
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Johari Window technique

These terms trace back to the Johari Window technique, developed in the 1950s, 

which is a framework for understanding self-awareness, personal development, 

group dynamics, and interpersonal relationships.  This model, named by 

combining the first names of its creators, Joseph and Harrington, is particularly 

significant in the fields of psychology, team development, and personal growth.

The Johari Window divides personal awareness into four distinct quadrants.

0 1 .  I N T R O D U C T I O N

Arena / public mask
This quadrant represents information about the person that is both known to 

them and visible to others. It includes attitudes, behaviour, skills, and shared 

knowledge. The size of this quadrant can increase through feedback solicitation 

and self-disclosure, which, in turn, fosters deeper relationships and more

effective communication.
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Blind spot
This section contains information that others know about a person but of which 

the person is unaware. This can include simple information or behavioural 

patterns and might be revealed through feedback from others. Reducing the 

blind area can lead to enhanced personal development and a more profound 

understanding of oneself.

Façade / true self
This quadrant includes information that is known to the person but kept away 

from others. This can range from feelings, fears, and private history to sensitive 

information. Sharing or disclosing this information can lead to increased trust 

and bonding within the group, effectively enlarging the open area.

Unknown 
The most mysterious quadrant encompasses information that is neither known 

to the person nor perceived by others. This area can include untapped 

potential, latent abilities, or deeply buried fears and motivations. Exploration 

and discovery processes like self-discovery, observation, and collective or 

mutual discovery in group settings can reveal these unknown aspects.

The Johari Window model underscores the importance of openness and 

communication in understanding both self and others within a group context. 

By actively participating in the exchange of feedback and self-disclosure, 

individuals can expand their open area, thereby enhancing their interpersonal 

relationships and team dynamics. This process of dynamic interaction not only 

aids in personal growth but also strengthens the collective efficacy and 

cohesiveness of the group.

Johari Window technique
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Uncertainty matrices

Building on the Johari Window, Dave Snowden introduced the concept of 

uncertainty matrices in the late eighties. The aim was to expand the 

understanding of uncertainties in organisational contexts, moving beyond 

personal development into strategic decision-making and

complexity management.

The versatility and application of the uncertainty matrices are extensive, proving 

invaluable in managing complexities across a myriad of sectors and situations. 

The matrices are not confined to strategic business planning; their utility spans 

government policy development, crisis management in humanitarian efforts, 

innovation management, and beyond. Each application underscores the 

framework's adaptability in addressing specific uncertainties tailored to the 

unique demands and challenges of the sector.

In highly complex situations, such as in emergency response or in navigating 

geopolitical tensions, the matrices offer a structured approach to dissecting and 

understanding the layers of known and unknown factors. This structured analysis 

facilitates a more nuanced risk assessment and decision-making process, 

enabling organisations to craft strategies that are both responsive and resilient.

The application of uncertainty matrices in these diverse contexts highlights their 

capacity to guide decision-making processes, from routine operational decisions 

to critical strategic pivots. For example, in the healthcare sector, they have helped 

map out the potential impacts of new policies and technologies on patient care 

and system efficiency. In the context of digital transformation, they enable 

organisations to assess the implications of adopting new technologies, 

considering both the foreseeable challenges and the less predictable ripple 

effects on operations and culture.
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However, it's crucial to understand that while the matrices are a powerful tool 

for navigating uncertainty, their effectiveness is contingent upon the user's 

expertise both in the framework itself and in the specific domain it is being 

applied to. A deep understanding of the nuances of the situation at hand is 

required, as well as the ability to integrate diverse insights and perspectives 

into the decision-making process. This is not merely about applying a set of 

rules; it involves a thoughtful analysis of the situation, leveraging the framework 

to explore various scenarios and outcomes.

In this sense, the uncertainty matrices serve more as a guide to planning rather 

than a prescriptive plan itself that can be adapted to the situation. They 

provide a lens through which complexities can be viewed, understood, and 

managed, but they rely on the user's judgment and experience to navigate 

these complexities effectively. My adaptation in this whitepaper aims to bridge 

this gap for digital transformation, offering a more accessible entry point into 

the matrices’ strategic application while maintaining its inherent flexibility and 

depth. However, note that this adaption is constrained to digital transformation 

due to extensive contextualisation. The framework helps those without 

extensive experience in complex frameworks or digital transformation in 

leveraging the power of the uncertainty matrices to navigate the challenges 

and opportunities presented in their situation.

Uncertainty matrices

10



0 1 .  I N T R O D U C T I O N

Snowden's framework comprises two overlapping matrices. The first matrix is 

the 4x4 known-knowable, which deals with the situation in reality (ontology), 

and known-unknown, which concerns our knowledge of the situation 

(epistemology). The second matrix he introduces is the concept of

unknowable-unimaginable to encompass a broader spectrum of uncertainties.

Uncertainty matrices
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Understanding the quadrants within the uncertainty matrices will help navigate 

the complexities of decision-making in any context and gain a deeper 

understanding of my adaption contextualised to digital transformation.

Known-knowns (Clear)
Known-knowns represent the most straightforward category within the matrix. 

These are elements within a situation or environment that are fully understood 

and can be anticipated with a high degree of certainty. In practical terms, this 

could relate to established procedures, standards, or regulations that govern 

the operation of organisational departments. Businesses are aware of these 

requirements and can plan accordingly to ensure compliance. For example, if 

a digital platform needs to adhere to GDPR in Europe, the requirements are 

clear, and the steps to compliance are well-defined.

Known-unknowns (Complex)
Known-unknowns acknowledge the presence of variables that, although 

recognised, have unpredictable outcomes. This complexity arises from the 

variable nature of the elements involved, such as human behaviour or market 

trends. Taking the example of launching a new app feature, while the feature's 

intended purpose and design are clear, how users will react to it and whether 

they will find it helpful or cumbersome remains uncertain. Businesses can 

speculate and conduct tests to gauge reactions, but the full impact becomes 

evident only upon release.

Knowable-knowns (Complicated)
This category pertains to situations that, despite their complexity, can be 

deciphered and understood through thorough analysis or the application of 

specialised knowledge. Complex IT systems often present problems that, on 

the surface, seem incomprehensible to a layperson but can be systematically 

diagnosed and resolved by experts in the field. These are challenges that 

require a deep dive into the specifics, relying on expertise and sometimes 

elaborate methodologies to unravel.

Uncertainty matrices
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Knowable-unknowns (Aporetic)
Aporetic situations are marked by apparent contradictions or paradoxes, 

where conventional logic and analysis offer no clear path forward. These 

scenarios demand out-of-the-box thinking or innovative approaches to 

problem-solving. For example, addressing the environmental impact of 

expanding digital infrastructure can present a trade-off between demands for 

growth and the commitment to sustainability. Educating on efficient 

architecture or investing in greener data centres can help navigate these.

Knowable-unimaginables (Liminal Complicated)
These situations occupy the transitional space between the complicated and 

outright chaotic. They involve trends or phenomena that are just beginning to 

emerge and whose impacts on existing systems or markets are not yet fully 

understood. An emerging technology trend might show potential for disruption, 

but how and when this disruption will occur and its full scope remains 

uncertain, requiring vigilant monitoring and adaptive planning.

Unknowable-unknowns (Complex-Chaos)
Unknowable-unknowns represent scenarios of such complexity that predicting 

outcomes becomes virtually impossible. These situations often involve a 

multitude of interacting variables that can lead to sudden and dramatic 

changes akin to market crashes or unforeseen technological disruptions. The 

challenge here lies not in attempting to predict these events but in developing 

resilience and flexibility that allows an organisation to respond effectively.

Uncertainty matrices
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Unknowable-unimaginables (Chaos)
The most challenging category, unknowable-unimaginables, pertains to 

scenarios that defy anticipation and planning. These are events or 

developments that come as a complete surprise, often with significant impact. 

The focus in managing such uncertainties is not on prediction or prevention 

but on the ability to react swiftly and adapt to new realities. This could involve 

emergency measures or rapid pivoting in strategy to mitigate negative effects 

or capitalise on unexpected opportunities.

Each of these categories provides a framework for understanding and 

addressing the different levels of uncertainty that organisations face. By 

categorising uncertainties into these specific areas, decision-makers can 

apply targeted strategies for navigating through them, ranging from rigorous 

analysis and planning for the more predictable aspects to fostering agility and 

innovation to deal with the unpredictable and unknown.

Uncertainty matrices
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- Alan Watts

"The only way to make sense out of 
change is to plunge into it, move 

with it, and join the dance."
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02. Adapting to
digital transformation



In adapting the uncertainty matrix for the specific challenges of digital 
transformation, my goal has been to maintain the integrity of the 
original framework while making it more actionable and 
understandable for those tasked with a role in digital transformation 
but new to such frameworks.

To this end, I have revised the titles and descriptions of each box within 
the matrix to better align with digital transformation, particularly those 
involving cloud adoption and enablement.
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Adapting to digital transformation
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The following sections provide a detailed exploration of each quadrant, 

enriched with examples from digital transformation and cloud adoption 

scenarios, to illustrate how these revised categories apply in the real-world.

Known-knowns (Tasks)
Represent clearly defined actions within a digital transformation strategy. For 

example, when a business decides to upgrade its customer relationship 

management (CRM) system to a new but still compatible version, the tasks 

involved are well-defined, including user migration, training for the new version, 

and integration with existing databases. These steps are generally well-

understood and can be planned up-front with reasonable precision.

Known-unknowns (To be identified)
This category acknowledges the existence of tasks or challenges, but their 

specific details and the scope of what needs to be done are not yet clear. It 

represents an early stage in the planning process where you're aware that 

certain issues or requirements exist but lack comprehensive knowledge about 

them. The process to move forward involves identifying these specifics to 

understand what exactly needs to be tackled.

For example, when migrating legacy systems to the cloud, you know you need 

to move workloads and ensure they run effectively in a cloud environment. 

However, the "unknown" part is the detailed challenges you might face, such as 

compatibility issues, data security concerns, or performance optimisation in 

the cloud. The task is to identify these specific challenges through discovery 

sessions, assessments, or consultations with cloud experts.

Adapting to digital transformation
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Knowable-knowns (To be analysed)
This quadrant deals with tasks that are understood in a broad sense, but the 

complexity and details of how to successfully complete these tasks require 

deep analysis and expertise. The tasks in this category are beyond the 

identification stage; you know what needs to be done and likely have a high-

level understanding of the steps involved. The focus is on analysing the 

specifics — breaking down the complex tasks into actionable steps and 

determining the best approaches or methodologies to achieve the

desired outcomes.

Taking the example of leveraging big data analytics, the goal is clear: to 

harness data for enhanced customer insights. The "known" aspect is the need 

for data collection, processing, and analysis. However, the complexity of how to 

execute this efficiently — choosing the right data, selecting appropriate tools, 

and applying advanced analysis techniques to uncover insights — requires 

detailed analysis. This involves data architecture design, tool evaluation, and 

developing or refining analytical models to extract meaningful information.

Adapting to digital transformation

Known-unknowns require identification; you need to discover 

the specifics of what challenges you'll face. Knowable-knowns 

require analysis; you understand the challenges but need to 

figure out how to tackle them effectively.

Known-unknowns are at an earlier stage where defining the 
problem is the focus. Knowable-knowns are at a more 

advanced stage where we want to solve the problem with 

detailed plans and the right expertise.

Clarifying the distinction between
Known-unknowns and Knowable-knowns
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Knowable-unknowns (External expertise)
Challenges within digital transformation that are acknowledged and defined 

yet resist straightforward solutions through conventional means and existing 

ways of working. This quadrant emphasises the necessity for inventive 

approaches and, often, the involvement of external expertise to surmount 

obstacles outside current internal capabilities and knowledge. It reflects a 

strategic acknowledgement that the path to resolution involves traversing 

unfamiliar territory, requiring collaboration with specialists who bring fresh 

perspectives and niche skills to the table, forcing a new way of working to 

tackle the challenge.

For example, the development of a predictive maintenance system for 

manufacturing equipment is guided by a clear objective: to minimise 

equipment downtime and reduce maintenance costs. However, the journey 

towards achieving this objective is fraught with complexities that legacy 

systems, processes, and strategies cannot adequately address. Implementing 

an Internet of Things (IoT) strategy poses a significant shift for many 

organisations. Involving the technical integration of sensors and devices and 

the development of a data strategy, platform, and sophisticated algorithms 

capable of accurately predicting equipment failures from collected data.

Knowable-unimaginables (Proactive monitoring)
This quadrant prescribes vigilance for emerging trends or technologies that 

are not yet fully understood but could have significant impacts. At the time of 

writing, an example would be staying ahead of developments in artificial 

intelligence (AI) to identify opportunities for automation or enhanced decision-

making before they become mainstream.

Adapting to digital transformation
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A proactive stance is about monitoring, understanding, and being ready to 

rapidly integrate and adapt to these emerging trends. It’s important to foster a 

culture of innovation and flexibility within the organisation. This cultural shift 

ensures that when new technologies or methodologies become apparent, the 

organisation quickly understands them and can experiment and iterate on the 

advancements, integrating them into their systems and strategies. A dedicated 

innovation lab or task force focused on exploring and experimenting with new 

technologies can be a strategic approach to staying ahead of the curve. 

Partnerships with academic institutions, tech startups, or industry consortia can 

also provide early insights into breakthrough technologies and emerging trends, 

further enhancing the organisation's ability to proactively monitor for and 

leverage knowable-unimaginables.

Unknowable-unknowns (Resiliency)
This quadrant emphasises the need to build resilience into digital strategies to 

adapt to unforeseen challenges. A cloud-based SAAS provider, for example, 

might implement multi-region redundant systems and robust security measures 

to ensure service continuity in the face of unpredictable cyber threats or 

technical failures.

Scenario planning, business continuity planning (BCP), chaos engineering, and 

stress testing provide deeper insights into improving resilience. These 

methodologies allow organisations to simulate various disruptive events or 

conditions, helping to uncover vulnerabilities in their digital strategies and 

infrastructure. By identifying potential weak points before they are exploited or 

become problematic, organisations can develop more robust contingency plans 

and recovery strategies. Furthermore, investing in education and technologies 

that enhance flexibility, such as modern decoupled cloud architecture design 

using fully managed services, are practical steps towards building a culture of 

resilience. Lastly, cultivating a mindset that views failures as learning 

opportunities can reinforce an organisation's adaptive capacity, equipping 

teams to manage the unpredictability of ongoing digital transformation.

Adapting to digital transformation
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Unknowable-unimaginables (Chaos)
While unknowable-unknown events necessitate changes to an existing 

strategy, Unknowable-unimaginables represent extreme scenarios that are so 

beyond the realm of normal expectations that they disrupt the very foundation 

of an organisation's strategy, often requiring a complete overhaul of plans and 

priorities. These are the black swan events — sudden, severe, and seemingly 

improbable occurrences that have profound impacts, such as catastrophic 

natural disasters, global pandemics, or revolutionary technological 

breakthroughs that change the rules of the game overnight. In these cases, 

resilience alone may not suffice. Instead, strategic flexibility and rapid response 

capabilities are critical, as organisations must pivot quickly, re-evaluating and 

possibly reinventing their approaches to navigate through the chaos. 

Preparation for unknowable-unimaginables focuses on developing a culture 

and structure that can quickly redirect resources and efforts in entirely new 

directions when conventional plans are rendered obsolete.

For example, traditional banks, long accustomed to a certain dominance in the 

financial sector, faced an "Unknowable-unimaginable" scenario with the swift 

ascendance of digital banking platforms and fintech companies. These 

newcomers, leveraging advanced digital technologies, offered consumers 

unprecedented convenience, lower fees, and faster services directly from their 

smartphones, challenging the very foundation of the banking business model.

Adapting to digital transformation
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This seismic shift required more than incremental adjustments to traditional 

banks' existing strategies. It demanded a complete strategic overhaul. Faced 

with this profound disruption, banks had to quickly reevaluate their operational 

models and customer engagement strategies. For many, this meant 

accelerating their own digital transformation initiatives, launching online 

banking services and mobile apps that could compete with fintech offerings, 

and even forming strategic partnerships with tech companies to integrate 

innovative payment solutions and blockchain technologies into their portfolios.

The transition illustrated the critical need for strategic flexibility and rapid 

response capabilities within traditional banking institutions. To navigate the 

chaos introduced by digital banking and payment services, these institutions 

had to develop a culture and structure capable of rapidly redirecting resources 

and efforts towards digital innovation. 

Adapting to digital transformation
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To deepen our understanding of the uncertainty matrix within the context of 

digital transformation, we'll dissect its application across three pivotal areas: 

risk management, process re-engineering, and technology. Each of these 

areas is fundamental to navigating the complexities of digital transformation, 

presenting unique challenges and opportunities. By providing specific 

examples and actionable insights for each quadrant within these domains, we 

aim to offer a comprehensive guide for identifying, planning, and managing 

the scenarios effectively.

Adapting to digital transformation
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Application to risk management

Digital transformation risk management is crucial for safeguarding the 

organisation's assets, reputation, and operational capabilities. This section delves 

into how the uncertainty matrix can be applied to manage risks associated with 

digital transformation and cloud adoption, with a particular focus on 

organisational and people-related risks.

Here, we focus on risks that are universally recognised, well-documented, and 

almost always fully understood across organisations, irrespective of their 

experience in digital transformation. These tasks are characterised by their 

predictable nature and the general availability of established best practices

and industry standards.

Teams persist in old working habits and resist continuous enhancement
Teams often fall back on familiar practices, avoiding ongoing improvements and 

innovations in their workflows. This resistance to change can significantly hamper 

the transformative potential of cloud adoption, stalling progress and innovation. 

Encouraging a culture of continuous learning and adaptation is crucial for 

leveraging the full benefits of cloud technologies.

Shadow IT projects emerge due to process inefficiencies
When the official pathways for technology implementation are viewed as 

cumbersome or slow, unauthorised IT projects, known as Shadow IT, can surface. 

This risk underscores the need for agile and responsive IT processes that align 

with the fast-paced demands of cloud adoption, ensuring that all technology use 

is sanctioned and secure.

Known-knowns (Tasks)
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The importance of building a robust cloud 
community is underestimated
Fostering a strong community around cloud 

adoption is crucial for mutual support, 

knowledge sharing, and problem-solving. An 

engaged cloud community accelerates 

learning and adoption by providing a platform 

for exchanging ideas and experiences, which is 

essential for overcoming common challenges 

in cloud journeys.

Organisation struggles to articulate the 
advantages of cloud adoption
Effectively communicating the benefits of 

moving to the cloud is essential for securing 

buy-in from business stakeholders. This 

challenge involves translating technical 

advantages into business outcomes, 

highlighting how cloud adoption aligns with 

and supports the organisation's broader goals 

and objectives.

Inconsistent approach to classifying data
Establishing a uniform system for data 

classification is fundamental to effectively 

managing security and compliance, especially 

in cloud environments. A lack of consistency 

can lead to gaps in data protection and 

challenges in meeting regulatory requirements.
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Sensitive data remains uncatalogued
The practice of cataloguing sensitive data such 

as personal information is crucial for compliance 

with data protection regulations and managing 

privacy effectively. Without a detailed inventory 

of personal data, organisations risk non-

compliance and inadequate data

handling practices.

Cloud governance is inadequately managed
Ensuring secure and controlled access to cloud 

environments is essential for protecting 

resources and data. The lack of robust access 

control mechanisms exposes organisations to 

security risks, underlining the importance of 

implementing comprehensive identity and 

access management solutions. For example, 

organisations with a cloud platform strategy 

should limit direct access to the cloud provider, 

as all infrastructure requests should go via the 

platform's deployment pipelines. 

Existing policies hinder cloud adoption progress
Outdated organisational policies can act as 

significant obstacles to cloud adoption, slowing 

down or complicating the migration process. 

Identifying and updating these policies is a 

critical step towards creating a conducive 

environment for cloud transformation, 

facilitating smoother transitions and adoption.
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Shared responsibility and DevSecOps 
principles go unadopted.
Embracing the shared responsibility model and 

DevSecOps practices is vital in cloud 

environments to ensure security and 

operational efficiency. The failure to integrate 

these principles can lead to vulnerabilities and 

inefficiencies. Shared responsibility between 

organisations and cloud service providers is 

well-documented and can be reviewed and 

integrated into training materials. Internally, 

organisations must establish a clear RACI 

between different parties, such as between the 

cloud team and application teams, to 

communicate the shared responsibility. 

Inconsistencies in adopting new ways of 
working and tools.
Ensuring the organisation-wide adoption of 

new methodologies and tools is pivotal for 

harnessing the full spectrum of benefits 

associated with digital transformation. 

Inconsistency leads to disjointed practices and 

the underutilisation of new capabilities, such as 

a cloud platform. Establishing centralised 

governance, providing training, and setting 

appropriate incentives are essential steps 

towards achieving a cohesive and efficient 

transformation strategy.
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Insufficient collaboration on initiatives.
Successful transformation, especially with cloud 

adoption, hinges on cohesive teamwork across 

the organisation. Without it, isolated efforts 

emerge, diluting the potential impact and 

benefits of collective action. Cultivating an 

environment that champions teamwork and 

cross-functional partnerships is critical to 

unlocking the full potential of transformation 

initiatives, ensuring unified progress towards 

cloud integration and optimisation.

Knowledge gap in compliance training.
The risk of not adequately educating employees 

about current global and local data protection 

and privacy regulations poses significant 

compliance challenges. Without standardised, 

objective-driven training sessions, a Learning 

Management System (LMS) for tracking and 

verifying completion, and suitable incentives, 

organisations risk widespread non-compliance 

and the potential for legal and

reputational damage.
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In the Known-unknowns quadrant within risk management, organisations 

recognise potential risks or issues but lack complete details about their nature 

or impact. By employing targeted strategies for monitoring, testing, and 

feedback gathering, organisations can better identify these uncertainties, 

allowing for informed decision-making and adjustment of plans to navigate 

potential risks effectively. Here are some tasks typically encountered during 

digital transformation, paired with actionable ideas for identifying and 

managing these uncertainties.

Uncertainty in realising agility benefits of new ways of working.
Despite anticipations, the actual gains in agility from transformation may not 

always align with expectations. The variable nature of technologies and 

organisations makes the exact benefits difficult to predict. Organisations need 

strategies that are flexible and capable of evolving to harness the full potential 

of agility, ensuring they can quickly respond to changing market demands

and opportunities.

Inadequate transformation and new ways of working expertise
hinder progress.
The shortfall in transformation and new ways of working knowledge within an 

organisation can significantly slow down transformation efforts. This gap in 

expertise necessitates targeted training and potentially hiring or consulting 

with external experts to bridge the knowledge gap, ensuring the team can 

effectively leverage new capabilities.

Challenges in meeting region-specific requirements.
Tailoring global or general transformation strategies to accommodate local or 

regional regulations and needs introduces complexities that are not always 

foreseen. Organisations must navigate these intricacies, requiring a deep 

understanding of local laws and cultural nuances to ensure compliance and 

operational efficiency in all targeted markets.

Application to risk management

Known-unknowns (To be identified)
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Opaque onboarding to new ways of working.
An unclear or overly complex onboarding 

process can deter the adoption of new ways of 

working. Simplifying these processes and 

ensuring an understanding through training, 

clear documentation, and accessible support 

encourages broader and more effective 

adoption of new ways of working, enhancing 

organisational agility and innovation.

Inadequate training and documentation
limits success.
The absence or insufficiency of user training 

and documentation can significantly impact 

the transformation and adoption of new ways of 

working. Providing comprehensive, accessible 

training and documentation supports users in 

understanding new processes, using new tools, 

and meeting the demands of transformed roles.

Training proves to be ineffective
Training programs might not always result in 

the expected upskilling of staff, leading to 

competency gaps not being resolved. 

Organisations should evaluate the effectiveness 

of their training initiatives regularly and explore 

diverse educational resources to ensure 

employees acquire the necessary skills for 

transformation. It’s especially important to 

combine both in-person training and self-

paced training, to meet different preferences 

and availabilities. Consider also a mentorship 

programme to provide those that struggle a bit 

more one-on-one support. 
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Requested solutions don’t align with
security standards
Demands for new digital solutions may not 

align with an organisation's established 

security standards, presenting potential risks. 

Navigating these demands requires evaluation 

of requested solutions, which necessitates 

knowledge of modern application security

and interoperability.

No systematic approach to risk management
Without a strategic risk-based framework for 

transformation, organisations may face 

increased vulnerabilities. Developing a 

systematic approach to identifying, assessing, 

and mitigating risks is vital for secure and 

efficient transformation.

The emergence of new cybersecurity threats 
challenges existing defences
Implementing a continuous monitoring system 

utilising threat intelligence platforms is 

essential to stay updated on new vulnerabilities 

and threat vectors. This proactive strategy 

allows organisations to swiftly identify and 

mitigate emerging threats, minimising potential 

impacts on their operations.

Regulatory updates will impact modern data 
storage practices
Industry regulators frequently assess new 

technology, leading to new and updated 

regulations. Utilising regulatory tracking 

systems or legal update services enables 

organisations to review and adjust their data 

storage practices in accordance with new 

regulations, ensuring ongoing compliance.

0 2 .  A D A P T I N G  T O  D I G I T A L  T R A N S F O R M A T I O N 33



Potential integration issues with new
digital tools
Conducting pilot projects or proof-of-concept 

tests is vital before the full-scale 

implementation of new digital tools. These initial 

evaluations help identify integration challenges 

with existing systems, allowing for strategic 

adjustments that ensure seamless integration 

and operational continuity.

Unexpected challenges in user adoption of 
new technologies
Developing feedback loops with early adopters 

of new digital solutions is crucial for gathering 

insights into user experiences and potential 

barriers to adoption. Utilising this feedback to 

refine training programs, user interfaces, or 

support structures can significantly enhance 

user acceptance and smooth the process.

Risk of budget overruns in digital 
transformation projects
Establishing a dynamic budgeting model that 

tracks real-time expenses against projected 

costs is key to managing financial risks in digital 

projects. This model should include 

mechanisms for early warning of potential 

overruns, enabling timely project adjustments 

or resource reallocations to stay within budget.
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IIn the Knowable-knowns quadrant within risk management, organisations 

encounter tasks or issues that, while complex, can be comprehensively 

understood through detailed analysis. Once organisations gain a clearer 

understanding of these issues, they can devise effective strategies and 

solutions that align with their digital transformation goals. Here are examples of 

tasks along with actionable ideas to navigate the transformation complexities.

Heavy reliance on external expertise in the transformation team
While external consultants can offer valuable insights, over-reliance on them 

for strategic decisions may hinder the development of in-house capabilities. 

Planning for a gradual transfer of knowledge and integrating external advice 

with internal expertise ensures a balanced approach to leadership.

Challenges with team members' engagement
It is vital to ensure that all members of a digital transformation team are fully 

engaged and can meet their responsibilities. This may involve assessing 

workload, providing adequate support, and aligning individual roles with 

organisational goals to enhance commitment and participation.

Insufficient governance in transformation initiatives
Effective governance is crucial for steering transformation initiatives towards 

their intended outcomes. This entails establishing a framework that aligns with 

best practices and regulatory requirements, identifying areas where 

governance mechanisms are lacking or misaligned, and instituting robust 

oversight and decision-making processes to ensure initiatives remain on track 

and deliver their expected value.

Application to risk management

Knowable-knowns (To be Analysed)
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Excessive complexity in security controls
Simplifying overly complex or strict security 

controls without compromising safety requires 

a comprehensive evaluation of current policies. 

Streamlining these measures can enhance 

efficiency while maintaining a robust

security posture.

Limited insight into compliance across
digital resources
Gaining a clear view of compliance status 

across digital transformation initiatives 

demands the use of specialised monitoring 

tools. Selecting and deploying the right tools 

based on an in-depth analysis helps ensure 

that all digital resources comply with relevant 

regulations and standards.

Digital transformation timeline delays due to 
unprepared platforms
Accurately assessing the readiness of digital 

platforms for transformation projects is critical. 

Delays can be mitigated by thorough planning, 

including contingency strategies, to align 

project timelines with platform capabilities.

Lack of a standardised deployment process
Establishing a consistent process for deploying 

digital solutions is essential. This involves 

analysing current deployment practices, 

identifying inefficiencies, and integrating 

modern automation tools to create a 

streamlined pipeline.
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Operational monitoring challenges
Effective operational monitoring of digital 

platforms necessitates a strategic selection 

and implementation of monitoring solutions. 

This critical analysis ensures that monitoring 

tools align with the specific needs of the digital 

infrastructure, enabling proactive management 

and issue resolution.

Visibility issues with digital resources
Enhancing resource visibility in digital 

transformation projects involves a careful 

assessment of monitoring and management 

tools. Implementing solutions that offer 

comprehensive visibility supports better 

resource utilisation and operational

decision-making.

Inability to handle service disruptions
A detailed analysis of the current workflow and 

infrastructure vulnerabilities are essential. Map 

out the service delivery process, identify critical 

points that are susceptible to failure, and 

assess the existing contingency plans. The aim 

is to pinpoint areas lacking in redundancy or 

failover capabilities and to recommend specific 

improvements that can enhance the system's 

robustness and response to disruptions.

Inability to scale infrastructure for peaks 
Analyse current capacity against projected 

peak loads. Gather historical data on usage 

patterns and employing performance testing 

tools to model future demand scenarios. This 

will highlight components of the infrastructure 

that are underperforming or at risk of failure 

during peak.
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Integrating new technologies into workflows
Before introducing technologies such as AI or 

automation into existing workflows, it's 

important to conduct a thorough analysis of 

how these changes will affect current 

processes. By understanding potential impacts, 

organisations can adapt their workflows to 

integrate new technologies smoothly, 

enhancing efficiency and productivity.

Mitigating risks from third-party vendors
Engaging with third-party vendors requires a 

detailed risk assessment to ensure that these 

partnerships do not compromise the 

organisation's security or compliance posture. 

By conducting comprehensive reviews that 

include security, compliance, and performance 

evaluations, organisations can make informed 

decisions about vendor partnerships.

Addressing data privacy in new digital projects
Assessing the data privacy implications when 

launching new digital initiatives is essential. 

Conducting privacy impact assessments helps 

identify potential issues early, enabling the 

implementation of appropriate measures to 

protect personal information in accordance 

with relevant data protection laws.
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Knowable-unknowns represent scenarios where challenges are identifiable, 

and solutions may not be immediately apparent but can be addressed with 

targeted expertise or innovative approaches. By proactively seeking out 

expertise and adopting flexible, forward-thinking strategies, organisations can 

effectively manage these uncertainties and harness the opportunities 

presented by digital transformation. Here are examples of tasks within this 

quadrant, along with actionable ideas to manage these specific types of risks.

Difficulty in tracking digital transformation progress
Effective oversight of digital transformation efforts demands specialised 

monitoring tools and insights that are not readily available at the outset. 

Equipping teams with the right tools and knowledge to measure progress 

accurately ensures alignment with strategic objectives.

Challenges in improving staff productivity
Adapting workflows and tools to bolster productivity is a nuanced process. It 

involves selecting the right technologies, providing appropriate education, and 

reshaping processes to foster an environment where staff can thrive

and innovate.

Complexities in simplifying compliance and governance
Streamlining compliance and governance often presents challenges. 

Organisations must delve into the specifics of regulatory requirements and 

integrate comprehensive compliance strategies to mitigate risks effectively.

Application to risk management

Knowable-unknowns (External expertise)
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Limited insight into user & system interactions
Achieving deep visibility into user behaviours 

and system activities within digital platforms 

necessitates advanced analytical tools and 

expertise. Implementing such tools helps 

identify usage patterns, potential bottlenecks, 

and security threats.

Navigating siloed team structures
Breaking down functional silos to enhance 

cross-functional collaboration is pivotal in 

digital transformation projects. This requires a 

deliberate approach to change management, 

fostering a culture of openness and

shared goals.

Operational expertise gaps in technologies
Identifying and bridging gaps in operational 

knowledge about digital technologies is crucial 

for the successful management and 

optimisation of digital environments. This might 

involve targeted training programs or 

consulting with external experts.

Feedback processes only during milestones
Establishing a culture of continuous feedback is 

vital for the iterative improvement of digital 

projects. Expanding feedback mechanisms 

beyond traditional milestones allows for more 

agile and responsive project management.
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New solutions do not fully address operational 
considerations
Ensuring new solutions meet operational needs 

is fundamental. A thorough assessment of 

platform capabilities against organisational 

requirements can identify gaps and inform 

strategies for enhancement.

The organisation is unable to keep up with the 
pace of digital evolution
Partnering with technology consultants or 

innovation labs is crucial to mitigate the risk of 

falling behind in the rapidly advancing digital 

landscape. These partnerships can provide 

insights into emerging technologies and help 

organisations develop flexible strategies that 

align with future trends.

Skills shortage in new digital technologies
Addressing the lack of expertise in emerging 

technologies requires launching targeted 

upskilling programs and establishing 

educational partnerships. For immediate needs, 

hiring external experts or utilising freelance 

talent platforms offers a temporary solution 

while internal capabilities are developed.

Ineffective approach to change management
External change management specialists can 

help identify gaps in the existing approach, 

such as a lack of stakeholder engagement or 

insufficient communication strategies. By 

collaborating with these experts, a change 

management plan can be designed that 

includes tailored communication, training, and 

support initiatives, ensuring the change 

management process is effective and aligned 

with organisational goals.
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Complex regulatory compliance in
new markets
Expanding into new markets with intricate 

regulatory requirements presents a significant 

risk. Collaboration with legal and compliance 

advisors can simplify navigating these 

regulations, ensuring operations remain 

compliant. Custom workshops and training for 

the team enhance understanding and 

capability in managing these complexities.

IT infrastructure scalability constraints
Conducting assessments with specialists to 

identify and rectify bottlenecks addresses the 

risk of IT infrastructure failing to meet scaling 

needs. Investing in scalable digital services and 

considering a shift to microservices architecture 

can significantly improve flexibility

and scalability.

Privacy risks in customer data
Using customer data in analytics, machine 

learning, and AI without breaching privacy 

regulations can be a challenge. Working with 

data privacy specialists to design compliant 

data handling practices and implementing 

advanced anonymisation and encryption 

technologies are essential measures to protect 

customer information.
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For the Knowable-unimaginables quadrant in risk management, the focus is on 

proactively identifying and preparing for future trends and technologies that, 

while currently unpredictable, could significantly impact digital transformation 

efforts. Tasks in this quadrant require organisations to engage in continuous 

learning and strategic foresight. By actively monitoring emerging trends and 

experimenting with new technologies, organisations can position themselves 

to navigate the uncertainties of digital transformation proactively. This 

approach not only mitigates potential risks but also identifies opportunities for 

innovation and competitive advantage. Here are examples of tasks along with

actionable strategies.

Unpredictable challenges in maintaining release cadence
Proactively monitoring project timelines and team productivity can help 

identify early factors that may disrupt the desired release cadence, including 

technological setbacks or workflow inefficiencies. Implementing agile 

methodologies and continuous feedback loops can facilitate rapid 

adjustments to maintain momentum and meet release targets.

Unexpected financial imbalances in digital investments
Employing advanced monitoring tools for financial management allows for the 

early detection of disproportionate spending within digital transformation 

projects. This proactive stance enables organisations to swiftly reallocate 

resources or adjust project scopes, ensuring that expenditures align with 

strategic priorities and yield optimal returns.

Adapting to rapid technological advancements
Keeping pace with the swift evolution of technology providers is a challenge. 

Organisations must regularly review and adjust their strategies to leverage 

new technologies effectively. This involves staying informed about updates and 

innovations and ensuring teams are prepared to integrate these 

advancements into existing systems.

Application to risk management

Knowable-unimaginables (Proactive Monitoring)
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Low adoption of collaboration and issue-
tracking platforms
Leveraging monitoring tools to track usage and 

engagement with collaboration and issue-

tracking software can unearth early signs of 

underutilisation. Addressing these insights 

through targeted training sessions and change 

management initiatives can enhance adoption 

rates, improving overall project communication 

and efficiency.

Not anticipating evolving cybersecurity risks
Establishing a state-of-the-art security 

operations centre (SOC) that employs AI and 

machine learning technologies is key to 

predicting and neutralising emerging cyber 

threats. This forward-looking approach enables 

organisations to fortify their defences 

proactively, staying one step ahead of attackers 

and safeguarding critical digital assets.

Inability to respond to rapid changes in digital 
consumer trends
Crafting flexible digital marketing strategies that 

incorporate real-time data analysis allows for 

swift adaptation to changing consumer 

preferences. This agility ensures that an 

organisation's digital offerings continue to meet 

the evolving needs and expectations of its 

audience, maintaining engagement and loyalty.
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Unable to understand the impact of
cutting-edge technologies
Assembling a dedicated team to monitor and 

assess the potential implications of emerging 

technologies ensures that an organisation can 

anticipate shifts in the digital landscape. By 

evaluating innovations such as quantum 

computing and advanced networking, the 

team can guide strategic adjustments to 

embrace these technologies, enhancing 

operational capabilities and

strategic positioning.

Being disrupted by new business models
It is critical for staying competitive to regularly 

engage in scenario planning to examine the 

potential for digital innovations to disrupt 

current market structures. By considering the 

implications of technologies like blockchain 

and IoT, organisations can identify 

opportunities for new business models, make 

informed decisions to capitalise on these 

trends and avoid being left behind by

industry shifts.

0 2 .  A D A P T I N G  T O  D I G I T A L  T R A N S F O R M A T I O N 45



In the unknowable-unknowns quadrant within risk management, organisations 

face potential events or issues that are entirely unforeseen, making them 

difficult to prepare for directly. These are scenarios that lie outside current 

knowledge and prediction, requiring a foundation of resilience and adaptability 

and an inherent capacity to adapt to and recover from events that were 

impossible to foresee. Here are examples of tasks that fall under this category, 

paired with strategies to enhance organisational readiness.

Unpredictable achievement of agility benefits
Enhancing operational agility is a key objective in digital transformation 

initiatives, yet the actual benefits realised can vary widely from expectations. 

This unpredictability underscores the importance of flexible planning and the 

ability to adapt strategies based on ongoing assessments and feedback.

Uncertainty in handling security incidents
Developing a robust incident response strategy for digital platforms is crucial, 

yet the specific nature of potential security breaches and their impacts are 

often unpredictable. A comprehensive plan that includes simulation of various 

breach scenarios can help prepare teams for effective response.

Maintaining risk visibility in dynamic environments
The fast-paced nature of digital transformation can obscure the ongoing 

monitoring and management of identified risks. Implementing advanced risk 

management tools and practices is essential for keeping track of risk status 

and ensuring timely mitigation actions.

Application to risk management

Unknowable-unknowns (Resiliency)
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Unexpected operational costs
Navigating the financial aspects of digital 

transformation can be complicated by 

unforeseen expenses, making effective budget 

management a significant challenge. 

Establishing a flexible budgeting process that 

can accommodate these variances is crucial 

for maintaining financial stability.

Unfulfilled expectations for cost-efficiency
Realising cost savings through digital 

transformation is a common goal, but the 

actual optimisation achieved can be hard to 

predict. Continuous evaluation and adjustment 

of digital strategies are necessary to align with 

cost-efficiency objectives.

Inadequate disaster recovery and business 
continuity measures
Establish comprehensive disaster recovery 

plans that include failover mechanisms and 

data backups in multiple locations. Regular 

testing of these plans ensures preparedness for 

various crises, enhancing resilience against 

unexpected disruptions.

Lack of organisational agility and flexibility
Promoting a culture that values rapid 

adaptability and innovative thinking is crucial in 

responding to unforeseen business challenges. 

Conducting regular training that simulates 

disruptions can prepare teams to navigate 

unexpected situations effectively, maintaining 

operational continuity.
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Overdependence on specific technologies
or providers
The risk of becoming too reliant on single 

solutions or vendors can be mitigated by 

diversifying technology portfolios and 

cultivating multiple service provider 

relationships. This strategy reduces the 

potential impact of issues with any one provider 

or technology, ensuring greater system stability.

Inability to respond to issues in
digital environments
Establish an incident response framework that 

includes well-defined procedures for identifying, 

assessing, and addressing vulnerabilities or 

disruptions as they arise. Building resilience 

means not only monitoring for immediate 

threats but also having the capability to rapidly 

mobilise resources, apply fixes, and, if 

necessary, execute contingency plans to 

maintain operational continuity. For example, an 

e-commerce platform might implement a 

multi-layered security strategy coupled with 

regular vulnerability scans and stress tests to 

ensure its infrastructure can withstand various 

types of cyber attacks and high traffic volumes, 

thereby safeguarding both customer data and 

service availability.

Restrictions on innovation and
safe experimentation
Creating a supportive atmosphere that 

encourages controlled experimentation with 

new technologies and approaches can drive 

innovation and operational efficiency. This 

environment enables the organisation to quickly 

adapt to and capitalise on shifts in

technology trends.
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Unknowable-unimaginables within digital transformation risk management 

are where organisations confront the ultimate challenges — those that are 

beyond anticipation and could necessitate a radical change in direction. These 

risks demand a level of preparedness that goes beyond conventional risk 

management, requiring organisations to think critically about their long-term 

resilience and adaptability. The following can be considered to prepare for 

such eventualities. 

Complete collapse of the transformation initiative and inability to recover
Crafting a detailed exit plan is essential, covering legal, financial, and 

operational aspects to unwind digital transformation initiatives smoothly. This 

plan should define clear indicators for reassessment or termination, ensuring 

resources are reallocated efficiently, and stakeholder communication is 

managed effectively, thereby safeguarding the organisation against 

significant losses.

Rigid digital architectures are hindering flexibility
Adopting a modular design for digital systems and platforms allows for 

individual components to be adjusted or removed without disrupting overall 

operations. This approach enhances the ability to exit or pivot projects with 

minimal entanglement, facilitating smoother transitions and adjustments to 

digital strategies.

The chosen transformation strategy proves ineffective
Prepare for the possibility of shifting strategies if chosen ones prove ineffective. 

This involves staying informed about alternative technologies and market 

trends to quickly reallocate resources towards more viable directions. A 

comprehensive pivot readiness plan ensures the organisation can adapt to 

market changes with agility.

Application to risk management

Unknowable-unimaginables (Chaos)
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Failure to anticipate future challenges
Regular scenario planning exercises are vital for 

exploring potential future outcomes, including 

unsuccessful paths of the current digital 

strategy. These sessions are key to identifying 

alternative outcomes and adjusting plans 

accordingly, building a foundation for resilience 

and adaptability in the face of uncertainty.

Organisational culture is resistant to learning
Fostering a culture that embraces resilience 

and views challenges as opportunities for 

growth is essential. Promoting openness and 

learning from digital transformation missteps 

can strengthen the organisation's capacity to 

manage exits and pivots effectively, ensuring a 

proactive stance towards continuous 

improvement and adaptability. Drivers for 

change lie in combining education — showing 

them the way and whats expected — with 

appropriate incentives — rewarding desired 

behaviour. These are central, but supported with 

communication, continuous evaluation of what 

training is effective, and strong change 

management practices. 
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Application to business processes

Business process re-engineering (BPR) is the second planning area for applying 

the uncertainty matrix in digital transformation. This section delves into how the 

quadrants can guide organisations through the complexities of reimagining and 

revitalising their business processes. BPR, by its nature, involves rethinking existing 

procedures and workflows to achieve significant improvements in critical 

measures of performance such as cost, quality, service, and speed. However, the 

path to achieving these improvements is often fraught with uncertainties that 

can be better managed by categorising them into quadrants and managing 

them towards known-knowns where possible.

This quadrant is about leveraging existing knowledge to optimise and redesign 

business processes supported by digital technologies for increased efficiency 

and effectiveness. By tackling these well-defined areas, organisations can 

achieve quick wins in their digital transformation journey, setting a strong 

foundation for tackling more complex challenges ahead. Here are considerations 

for known-knowns in business process re-engineering.

Automate standard processes
Identify routine and manual tasks that are candidates for automation using 

digital tools. This could include invoicing, employee onboarding, customer service 

responses, and more. The actionable idea here is to deploy Robotic Process 

Automation (RPA) technologies to handle these tasks, freeing up human 

resources for more strategic activities.

Known-knowns (Tasks)
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Implement best practice solutions
Many business processes, such as supply chain 

management or customer relationship 

management, have industry-standard best 

practices that can be readily applied. Adopting 

Enterprise Resource Planning (ERP) or Customer 

Relationship Management (CRM) systems that 

encapsulate these best practices allows for the 

efficient redesign of processes.

Digitise of paper-based records
A clear task in many digital transformations is 

the conversion of paper records to digital 

formats. This not only improves accessibility but 

also enhances data security and compliance 

with digital data regulations. An actionable 

strategy includes establishing a phased 

digitisation plan and prioritising documents 

based on access needs and

regulatory requirements.

Streamline communication channels
Redefining internal and external communication 

flows to reduce bottlenecks and improve 

response times is a well-understood process 

improvement. Implementing unified 

communication platforms that integrate emails, 

instant messaging, and video conferencing can 

foster more efficient collaboration.

Enhance data security measures
In the digital age, securing business data and 

customer information is paramount. 

Implementing standardised security protocols, 

such as encryption and secure access controls, 

is a known necessity. Conducting regular 

security audits and compliance checks ensures 

that these measures are always up to date.
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known-unknowns are the areas where businesses are aware that challenges or 

opportunities exist, but the specifics and solutions are not yet fully understood 

or defined. Employ strategies that allow for flexibility and ongoing learning. By 

staying informed and agile, businesses can navigate these uncertainties, 

adjusting their processes in response to new information and maintaining their 

competitive edge in a digitally transforming environment. The following 

activities can be considered for known-unknowns in business

process re-engineering.

Adapt to evolving customer expectations
While it's clear that customer expectations are continuously changing, 

especially with the advent of new digital technologies, the exact nature of 

these changes can be hard to predict. Regular customer feedback loops and 

market research can help identify these evolving needs and inform the re-

engineering of customer service processes to meet new expectations.

Integrate emerging technologies into existing processes
The impact of new technologies such as AI, blockchain, or IoT on specific 

business processes can be uncertain. Pilot programs and feasibility studies can 

help uncover how these technologies can be integrated or whether existing 

processes need to be re-engineered to fully leverage their benefits.

Application to business processes

Known-unknowns (To be identified)
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Compliance with future regulations
Anticipating changes in regulatory 

requirements, especially in fast-evolving fields 

like data privacy, is crucial. Establishing a legal 

and regulatory monitoring system ensures that 

businesses can quickly adapt their processes to 

remain compliant as new laws come into effect.

Manage workforce transformation
The shift towards more digital and automated 

processes will inevitably change workforce 

needs, but the scope and nature of this 

transformation can be difficult to quantify. Skills 

gap analyses and continuous learning 

programs can prepare employees for new roles 

and responsibilities, ensuring the workforce 

evolves in tandem with business processes.
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Knowable-knowns involve tasks and challenges that are complex and 

multifaceted but can be understood with in-depth analysis and expertise. 

These are areas where the problems and their solutions are not immediately 

clear but can be deciphered through systematic evaluation and exploration. 

The emphasis is on leveraging expertise and analytical tools to break down 

complex challenges into actionable insights. By adopting a methodical 

approach to evaluation and decision-making, organisations can ensure that 

their process re-engineering efforts are grounded in a thorough understanding 

of the potential impacts and benefits, leading to more informed strategic 

choices in their digital transformation initiatives. Here are some business 

process re-engineering ideas for Knowable-knowns.

Optimise cross-functional workflows
Identifying inefficiencies in workflows that span multiple departments requires 

a detailed analysis of current processes, communication flows, and 

dependencies. Process mapping and cross-functional workshops can uncover 

bottlenecks and redundancies, leading to a re-engineered, more streamlined 

workflow design.

Optimise processes through digital automation
The key to harnessing digital automation lies in identifying process 

inefficiencies and opportunities for improvement. Analyse existing processes to 

pinpoint where automation can yield the most significant benefits, focusing on 

enhancing productivity, streamlining employee workflows, and elevating 

customer interactions. Implement pilot automation projects, assessing their 

impact on process efficiency and overall business outcomes, to guide broader 

automation strategies.

Application to business processes

Knowable-knowns (To be Analysed)
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Evaluate the cost-benefit of cloud migration 
for specific business processes
Migrating to the cloud can offer scalability, 

flexibility, and cost savings, but the decision to 

move specific processes requires a detailed 

cost-benefit analysis. This should include 

considerations of direct costs and factors such 

as performance, security, and

compliance implications.

Evaluate process enhancements with
digital tools
The introduction of new digital tools, such as 

Automation Anywhere, advanced CRM/ERP/BPM 

systems, analytics/BI solutions, and cloud 

computing, should be guided by a clear 

understanding of their impact on existing 

business processes. Perform detailed process 

mapping to assess how digital tools can 

integrate with and enhance these processes. 

Analyse the potential return on investment (ROI) 

not just in financial terms but also in terms of 

process efficiency, scalability, and customer 

satisfaction. This involves a step-by-step 

evaluation of how the tool fits within the 

process, potential bottlenecks it may remove, 

and new capabilities it introduces, ensuring the 

investment aligns with strategic process 

improvement goals.
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Knowable-unknowns address challenges that are recognised but require 

external insights or specialised knowledge to uncover solutions. These issues 

often pertain to modernising processes and incorporating digital innovations 

that are very new to the organisation. As such, the path forward isn't 

immediately clear without a fresh pair of eyes. By recognising the limits of 

internal expertise and being open to external insights, organisations can 

effectively address these challenges, ensuring their processes are not only 

current but also positioned to take full advantage of digital advancements. 

Here are considerations for knowable-unknowns in business

process re-engineering.

Customise digital solutions for unique business needs
Many organisations seek to automate their workflows to increase efficiency but 

find that generic tools don’t align with their specific needs. A practical 

approach involves working with software developers or digital transformation 

consultants to customise or develop bespoke automation tools. For instance, a 

custom solution might automate the flow of information across different 

departments according to unique business rules, enhancing process efficiency 

without disrupting the established workflow. Customer Relationship 

Management (CRM) systems are central to managing customer interactions. 

Customising these systems to mirror an organisation’s sales process, from lead 

generation to post-sale support, ensures the CRM tool complements and 

enhances the existing process. Collaborating with CRM specialists to adjust the 

software's modules — like sales pipelines, customer feedback loops, or support 

ticketing — to reflect the organisation's unique approach to customer 

management can significantly improve sales efficiency and

customer satisfaction.

Application to business processes

Knowable-unknowns (External expertise)
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Navigate interoperability challenges between 
new and legacy systems
Integrating new digital solutions with legacy 

systems is a common challenge, especially 

when direct compatibility is lacking. One 

practical solution is to develop an Application 

Programming Interface (API) layer that acts as 

a bridge between old and new systems. This 

approach allows data to flow seamlessly 

between disparate systems, ensuring process 

continuity. IT architecture specialists can design 

these APIs to translate data formats and 

communication protocols, maintaining integrity 

and efficiency across the organisation’s digital 

ecosystem. Middleware can serve as an 

effective tool to ensure interoperability between 

modern and legacy systems, facilitating the 

exchange of data and the orchestration of 

processes across different platforms. Deploying 

middleware solutions that can handle data 

transformation, message queuing, and 

application services enables organisations to 

leverage the strengths of both new and legacy 

systems. This approach ensures that process 

efficiency is upheld and data integrity is 

maintained without the need for extensive 

modifications to existing systems.
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Implementing advanced data analytics for 
process optimisation
While the potential of data analytics is 

recognised, understanding how to best apply it 

for process improvement may be unclear. Data 

science experts can analyse existing data 

streams and suggest modifications to 

processes that could benefit from more 

informed decision-making, leading to 

enhanced operational efficiency.

Adapting processes to emerging technologies
The impact of rapidly evolving technologies like 

artificial intelligence, IoT, or quantum 

computing on specific business processes can 

be difficult to ascertain without deep technical 

knowledge. Collaboration with technology-

specific consultants can provide clarity on how 

to adapt or re-engineer processes to fully 

leverage these innovations.
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In the knowable-unimaginables quadrant of business process re-engineering 

for digital transformation, the focus is on gearing up for future trends and 

technologies with significant, yet uncertain, impacts on current processes. This 

preparation calls for a proactive stance — staying abreast of technological 

advancements and regulatory changes, undertaking exploratory projects, and 

nurturing an organisational culture primed for swift adaptation and innovation. 

Such a strategy ensures organisations are well-positioned to not merely react 

to but proactively embrace and embed new technologies into their processes, 

securing a competitive advantage in the dynamic digital arena. The following 

activities can be considered for known-unknowns in business

process re-engineering.

Proactive exploration of quantum computing's potential impact
on processes
Quantum computing, with its potential to dramatically enhance data 

processing speeds, could fundamentally change how businesses approach 

complex problem-solving, data analysis, and encryption. For example, 

encryption processes that currently secure data might become vulnerable or 

obsolete, necessitating a reevaluation of data security protocols. Businesses 

can engage with quantum research initiatives to understand these 

implications better and begin developing quantum-resistant encryption 

methods, ensuring their data protection processes remain robust in a

post-quantum world.

Application to business processes

Knowable-unimaginables (Proactive Monitoring)
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Assess the implications of AI advancements 
on decision-making processes
The evolution of AI could lead to the 

automation or even replacement of entire 

processes, transforming roles and operational 

workflows. To anticipate these changes, 

organisations should monitor AI advancements 

that could automate complex decision-making 

processes, from logistics planning to customer 

interaction. Establishing a multidisciplinary task 

force to evaluate AI's potential impacts on 

different areas can help businesses redesign 

their processes to integrate AI technologies 

effectively while also planning for workforce 

transitions and upskilling initiatives.

Experiment with blockchain for secure 
process transactions
Blockchain technology, particularly when 

applied to processes like contract 

management or supply chain tracking, offers 

advantages over traditional databases in 

terms of security, transparency, and efficiency. 

For instance, using a blockchain to manage 

supply chain transactions can provide an 

immutable record of goods movement, 

enhancing trust and reducing fraud. 

Organisations should identify specific 

blockchain platforms (e.g., Ethereum for smart 

contracts) that align with their process 

requirements and pilot projects to assess the 

technology's value proposition in improving 

process integrity and transparency compared 

to traditional systems.
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Monitoring emerging regulations for
digital currencies
The evolving regulatory frameworks around 

digital currencies and assets could significantly 

impact financial processes, from payment 

systems to asset management. Staying 

informed about regulatory changes is vital for 

businesses to adjust their financial operations 

for compliance and to leverage digital 

currencies for transactions or investments. For 

example, if regulations favour blockchain-based 

transactions for their transparency, businesses 

may need to adapt their payment processes to 

incorporate these technologies, ensuring 

compliance and taking advantage of lower 

transaction costs and improved efficiency.

Stay informed of new tools and solutions
Proactively monitor and stay informed about 

emerging tools and solutions relevant to process 

management and automation through a variety 

of channels, including industry news, technology 

blogs, webinars, and professional forums. By 

fostering a culture of curiosity and openness to 

exploration, organisations can ensure they 

remain at the forefront of innovation. Evaluate 

how new tools can be integrated into existing 

processes to drive efficiencies, enhance 

productivity, and deliver better outcomes. An 

effective strategy might include setting up a 

dedicated team or role focused on technology 

scouting and conducting regular reviews to 

discuss potential applications.
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Addressing unknowable-unknowns in business process re-engineering for 

digital transformation requires building processes that are resilient and flexible, 

capable of adapting to unforeseeable challenges. The unpredictable nature of 

these challenges necessitates a design philosophy that embeds robustness 

and adaptability into processes, ensuring operational continuity and efficiency, 

even in the face of disruptions. Emphasising resilience in process design 

prepares organisations to navigate and thrive amidst the uncertainties of 

digital transformation, creating a dynamic framework that supports sustained 

operational success.

Create flexible workflows
Design business processes with built-in flexibility to accommodate sudden 

changes. Utilise cloud-based tools and platforms that allow for rapid scaling 

and adjustments without significant downtime or reconfiguration. For instance, 

cloud services can enable remote work seamlessly, a necessity revealed by the 

global pandemic.

Implement decentralised decision-making
Empower local teams with the authority to make decisions based on real-time 

situations. This approach ensures that critical processes can continue even if 

central command faces disruptions. For example, customer service teams 

could be authorised to make decisions on refunds or service adjustments to 

maintain customer satisfaction without delay.

Application to business processes

Unknowable-unknowns (Resiliency)
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Build redundancy into critical systems
Ensure that all vital process components have 

redundancy built in, so if one part fails, another 

can take over without impacting overall 

operations. This could mean having multiple 

data centres for critical data storage or using 

multiple suppliers for key parts in a 

manufacturing process to prevent supply

chain disruptions.

Encourage a culture of continuous 
improvement and adaptability
Regularly review and update business 

processes to incorporate new learnings and 

technologies. Foster an organisational culture 

that values agility and the ability to pivot 

quickly. This might involve setting up regular 

hackathons or innovation labs where 

employees can experiment with new ideas and 

technologies that could enhance

process resilience.

Invest in cross-training employees
Ensure that employees are trained in multiple 

areas of the business so they can step in and 

perform essential functions outside of their 

regular responsibilities if needed. This cross-

functional knowledge not only improves process 

resilience but also enhances collaboration and 

innovation across the organisation.
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In managing unknowable-unimaginables, businesses must engineer 

processes that are not only resilient but exceptionally adaptable, ready for 

rapid pivots and innovation amidst extreme and unforeseen disruptions. This 

calls for embedding flexibility, rapid response capabilities, and strategic agility 

into the core of business operations, ensuring processes can withstand the 

most unimaginable chaos scenarios. Establishing a dynamic risk assessment 

framework, emphasising modularity in process design, and fostering a culture 

of innovation is crucial. Additionally, maintaining an adaptable technology 

infrastructure and preparing a clear exit and pivot strategy equip organisations 

to navigate tumultuous changes, turning potential crises into opportunities for 

transformation and growth. This approach secures a foundation for 

organisations to respond with agility and resilience, even in the face of 

unprecedented challenges. Here are strategies for designing business 

processes to manage and withstand such scenarios.

Establish a dynamic risk assessment and response framework
Develop a process that continuously monitors the external environment for 

signals of potential chaos scenarios, however unlikely they may seem. This 

framework should enable rapid reassessment of risks and quick activation of 

contingency plans, including mobilising a crisis management team equipped 

to make swift decisions based on emerging information.

Application to business processes

Unknowable-unimaginables (Chaos)
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Embed scenario planning into
strategic processes
Regularly engage in scenario planning exercises 

that consider a wide range of potential 

disruptions, including those that seem 

improbable. This should be woven into the 

strategic planning process, ensuring that the 

organisation considers and prepares for a 

broad spectrum of futures. This approach helps 

identify potential weaknesses in current 

processes and areas where greater flexibility or 

redundancies are needed.

Design for modularity and agility
Structure business processes in a modular 

fashion, where components can be quickly 

reconfigured or replaced without impacting the 

entire system. This agility allows the 

organisation to adapt processes rapidly in 

response to sudden, unforeseen changes, 

minimising downtime and maintaining 

operational continuity.

Cultivate a culture of innovation and 
psychological safety
Encourage a workplace culture that values 

quick thinking, innovation, and psychological 

safety to propose radical solutions without fear 

of reprimand. This cultural foundation is critical 

for generating innovative responses to 

challenges that were previously unimaginable.
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Prioritise investments in technology and 
teach soft skills for adaptability
Focus on technologies that offer scalability, 

flexibility, and interoperability, such as cloud 

computing and APIs for integrating diverse 

systems. Simultaneously, invest in upskilling 

employees in critical thinking, problem-solving, 

and technological literacy, ensuring the 

workforce can adapt to new tools and 

processes quickly.

Develop exit and pivot strategies
Create processes that outline how to 

disengage from current operations gracefully 

and pivot to a new strategy or business model 

if necessary. This includes financial planning for 

sudden shifts, communication strategies for 

stakeholders, and a clear decision-making 

process for initiating the pivot.
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Application to technical solutions

Here, we focus on considerations in each quadrant pertaining to technical 

solutions. Given my experience, these are predominantly custom cloud platforms 

that reinforce organisational guardrails on cloud usage. In digital transformation, 

the cloud serves as a pivotal foundation for enabling agility, scalability, and 

innovation. However, to fully leverage its benefits while mitigating risks, 

organisations must implement structured controls and practices that align with 

their strategic goals and compliance requirements.

Known-knowns represent the baseline understanding and actions most 

organisations can confidently navigate as they embark on cloud adoption. These 

tasks are generally supported by extensive documentation, tutorials, and best 

practices outlined by cloud service providers, making them accessible to 

organisations regardless of their previous cloud experience. By mastering these 

foundational elements, businesses lay the groundwork for more advanced cloud 

strategies and optimisations, progressively building their capabilities in 

alignment with their growing cloud maturity.

Standard cloud landing zone configuration
Utilising services such as AWS Control Tower to set up a standardised cloud 

environment or landing zone. This includes establishing a multi-account 

architecture that separates concerns such as billing, logging, security, workloads, 

and shared services, aligning with the cloud provider's best practices

Known-knowns (Tasks)
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Basic account and access management
Setting up a cloud account structure that 

delineates responsibilities and access levels, 

ensuring operational clarity. This involves 

creating accounts dedicated to specific 

functions (e.g., billing, operations, 

development) to facilitate management

and security.

Source Control Management (SCM) 
Adopting SCM practices using tools provided or 

recommended by cloud providers to maintain 

version control of codebases. This fundamental 

practice supports all development and 

deployment activities in the cloud, enabling 

collaboration and trackability.

Utilising basic deployment models
Leveraging "clickops" or basic deployment 

strategies provided out-of-the-box by cloud 

platforms. These include using the cloud 

provider's web console to deploy and manage 

resources. While simple to understand, this 

does not offer a scalable strategy

for deployments.

DNS management and automation
Automating DNS configuration and 

provisioning, integrating it into 

account/vending processes, and ensuring DNS 

functionality can be observed and monitored 

contribute to a stable and responsive cloud 

environment. Implementing DNS security 

controls further safeguards against potential 

DNS-related vulnerabilities.

0 2 .  A D A P T I N G  T O  D I G I T A L  T R A N S F O R M A T I O N 69



Standard logging and monitoring setup
Implementing basic logging and monitoring 

capabilities offered by cloud providers to track 

the performance and health of cloud resources. 

This setup is crucial for operational visibility and 

the early detection of issues. Enabling lifecycle 

configuration of logs to manage cost.

Standard practices for cloud security
and compliance
Understanding the necessity of implementing 

industry-standard security and compliance 

measures yet seeking clarity on the most 

effective practices. This typically relies on 

compliance packs provided by the cloud 

provider or third parties that simply need to be 

enabled. 

Break glass procedure (manual)
Establishing a manual "break glass" procedure 

that allows privileged access in emergencies, 

ensuring there's a controlled method for gaining 

urgent access to systems when automated 

processes fail or are not feasible.

Default encryption options
Utilising cloud providers' default encryption 

options for data at rest and in transit to ensure 

basic security measures are in place, protecting 

sensitive information without the need for 

complex configurations.

Basic knowledge portal for documentation
Creating a central repository for cloud 

documentation, guidelines, and best practices, 

enabling team members to access essential 

information for managing and operating cloud 

environments effectively.
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Moving into the known-unknowns quadrant for technical solutions, we delve 

into areas where organisations are aware of the need for more sophisticated 

cloud configurations and practices but might lack specific knowledge or 

expertise. These aspects often involve advanced security, compliance 

requirements, and the optimisation of cloud capabilities beyond the 

foundational setups provided by cloud providers. Organisations must engage 

in continuous learning and possibly seek external expertise to bridge 

knowledge gaps for known-unknowns for known-unknowns. Investing in 

training can help demystify these areas, enabling organisations to implement 

more advanced cloud practices that align with their growth and

evolving needs.

Advanced landing zone configurations for large and regulated industries
Tailoring cloud environments to meet the stringent security and compliance 

needs of regulated sectors like finance or healthcare. Organisations know 

these needs exist but must explore specific configurations, such as enhanced 

network isolation or encryption standards, to comply with industry regulations.

Implementing advanced logging and monitoring
Beyond basic setup, deploying sophisticated logging and monitoring solutions 

that offer deeper insights into system performance and security. Organisations 

recognise the importance of these solutions for proactive issue resolution but 

need to identify the best tools and practices for their cloud architecture.

Application to technical solutions

Known-unknowns (To be identified)
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Optimising network connectivity
Mature operations that enable seamless 

connectivity between on-premises and cloud 

networks with automated testing, ensuring 

efficient and secure data transfer

across environments.

Data protection capabilities
Acknowledging the criticality of protecting data 

within the cloud while navigating the 

complexities of achieving robust data 

protection. This involves understanding the 

various data security services and backup and 

recovery solutions suitable in the cloud, 

considering factors like data sensitivity, 

compliance requirements, and recovery

time objectives (RTO).

Infrastructure as Code (IaC)
Manage cloud resources through code for its 

efficiency and repeatability. However, 

organisations often need to seek guidance on 

adopting IaC methodologies effectively, 

selecting the right tools (e.g., Terraform, AWS 

CloudFormation), and integrating IaC into their 

development and deployment pipelines.

Blue-Green deployments
Aware of the need to minimise downtime during 

deployments, organisations explore blue-green 

deployment strategies. This requires 

understanding how to implement parallel 

environments that allow for seamless cutover 

and immediate rollback if issues arise, ensuring 

continuous availability.
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IP address management
Implementing strategies for managing IP 

address allocation within cloud environments 

to ensure efficient use of IP spaces and avoid 

conflicts, possibly requiring advanced tools or 

services for dynamic management.

Secrets management
Utilising cloud-based secrets management 

tools to securely store, access, and manage 

sensitive information such as passwords, 

tokens, and API keys, addressing the need for 

secure application configuration and

access control.

Perimeter defence
Establishing perimeter defences with cloud-

native firewalls and demilitarised zones (DMZs) 

to protect cloud workloads from untrusted 

networks, requiring customisation to align with 

specific security policies and regulations.

Patch management
Developing a comprehensive patch 

management strategy to ensure cloud services 

and applications are up-to-date with the latest 

security patches, mitigating vulnerabilities and 

maintaining system integrity.
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For the knowable-knowns quadrant in the context of technical solutions, we 

delve into areas that, while complex, can be comprehensively understood and 

addressed through thorough analysis and exploration. These involve advanced 

practices and architectures that enhance cloud adoption and optimisation but 

require a deeper dive to fully leverage their potential. The emphasis is on 

dissecting complex cloud adoption and optimisation challenges through 

methodical analysis, drawing on best practices and emerging technologies to 

re-engineer technical solutions.

Migrations to the cloud
Migrating existing applications and workloads to the cloud is a multifaceted 

challenge that necessitates a detailed analysis of the current infrastructure, 

application dependencies, and suitability for cloud environments. 

Organisations should conduct thorough assessments to decide on migration 

strategies (e.g., rehosting, refactoring, rearchitecting) that align with their 

business objectives and technical requirements.

Network workload segregation
Designing network architectures that segregate workloads based on sensitivity, 

compliance requirements, or functional roles to enhance security and 

performance, necessitating detailed network planning and

segmentation strategies.

Application to technical solutions

Knowable-knowns (To be Analysed)
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Advanced encryption options
Evaluating and implementing advanced 

encryption solutions offered by cloud providers 

or third-party services to meet specific security 

standards and compliance requirements 

beyond default encryption settings.

Vulnerability management
Integrating vulnerability management 

processes, including code vulnerability 

scanning during deployment, to identify and 

remediate security flaws in a timely manner, 

enhancing the overall security posture of

cloud deployments.

Data cataloguing
Implementing data cataloguing solutions to 

manage and classify data assets within the 

cloud, facilitating data discovery, governance, 

and compliance, especially in environments 

with extensive data sets and

complex regulations.

Cloud-optimised architectures
Designing cloud-optimized architectures 

involves re-evaluating traditional application 

designs to fully exploit cloud-native features for 

scalability, resilience, and performance. This 

might include adopting microservices 

architectures, serverless computing, and 

containerisation. A comprehensive review of 

application portfolios to identify optimisation 

opportunities is essential for

this transformation.
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Cloud-native testing capabilities
Ensuring reliability and performance in the 

cloud requires tailored testing strategies that 

account for the dynamic nature of cloud 

resources. Organisations need to implement 

cloud-specific testing practices, including load 

testing, performance testing, and security 

testing, to ensure their cloud deployments meet 

expected standards and

compliance requirements.

Advanced deployment pipelines
Developing advanced deployment pipelines 

that support continuous integration and 

delivery (CI/CD) in the cloud environment 

enables faster and more reliable software 

releases. Analysing current deployment 

practices to incorporate automated testing, 

code quality checks, and blue-green 

deployments can significantly reduce downtime 

and risk during updates.

Advanced networking
Implementing advanced networking 

configurations, such as extending AWS network 

footprints without requiring changes to on-

premises networks and centralising control over 

private AWS service endpoints to reduce costs.
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Cost control and FinOps practices
Establishing FinOps practices to monitor, report, 

and optimise cloud spending, ensuring 

resources are used efficiently and budgets are 

adhered to.

Self-service portal
Developing self-service portals that empower 

users to provision cloud resources within 

organisational guardrails, facilitating 

innovation while maintaining control over the 

cloud environment.

SecOps and compliance automation
Automating security operations (SecOps) and 

compliance checks to continuously enforce 

security policies and compliance standards 

across all cloud resources, enhancing the 

organisation's security posture.
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In addressing the knowable-unknowns (external expertise) quadrant within the 

technical solutions, we focus on advanced cloud adoption areas and 

optimisation strategies where the complexities are recognised, but the path to 

the solution often requires the insights and expertise of external cloud 

consultants or specialists. These are areas where organisations know 

improvements or advancements are necessary but lack the in-house expertise 

to implement them effectively. This collaborative approach accelerates the 

adoption of best practices and ensures that technical solutions are tailored to 

the unique challenges and objectives of the organisation.

Advanced landing zone
Tailoring cloud environments to meet the stringent compliance and security 

requirements of regulated industries goes beyond basic landing zone 

configurations. External cloud consultants with expertise in specific regulations 

(e.g., HIPAA for healthcare and GDPR for data protection) can help design and 

implement a landing zone that ensures compliance while optimising cloud 

resource usage and accessibility.

SOE management
Developing standardised operating environments (SOE) through golden 

machine images and an automated pipeline to create, test, and deploy these 

images, ensuring consistency and compliance across cloud instances.

Application to technical solutions

Knowable-unknowns (External expertise)
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Advanced knowledge portal
Creating an enhanced knowledge portal that 

includes training materials, example 

architectures, practical labs, and workshops to 

support continuous learning and the adoption 

of advanced cloud technologies and 

best practices.

Advanced testing capabilities
Incorporating automated integration, end-to-

end testing, and contract testing into the 

development pipeline to ensure high-quality 

cloud solutions and seamless integration 

between services and components.

Customised security and compliance controls
Implementing comprehensive security and 

compliance controls within the cloud 

environment can be daunting, especially with 

the constantly evolving threat landscape and 

regulatory requirements. External experts can 

guide the teams in implementing best 

practices and cutting-edge security 

technologies, helping to develop a robust 

security framework that aligns with 

organisational needs and industry standards.

Identity and Access Management (IAM)
Effectively managing identities and access in 

the cloud is critical for maintaining security and 

operational efficiency. Consultants specialising 

in cloud IAM can assist in designing and 

implementing IAM policies and practices that 

ensure the right level of access for every user 

and application, leveraging advanced features 

like multi-factor authentication and 

conditional access.
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Tackling the knowable-unimaginables quadrant in technical solutions, we 

emphasise the critical role of advanced observability and proactive 

monitoring. This approach focuses on not just reacting to system states or user 

actions but anticipating and resolving issues before they impact the user 

experience or compromise security. It involves leveraging cloud-native 

technologies and methodologies to gain deeper insights into system 

performance, user behaviour, and potential security threats. By adopting 

advanced monitoring techniques, error detection, and auto-healing 

capabilities, alongside the strategic use of machine learning for anomaly 

detection and security, organisations can stay ahead of potential issues 

and threats.

End-to-end user experience monitoring
Implementing comprehensive monitoring tools that track the user journey 

across digital platforms enables organisations to identify and address user 

experience issues proactively. This can include real-time analytics on app 

performance, user interactions, and transaction flows, ensuring any anomalies 

are quickly detected and rectified.

Error detection and auto-healing mechanisms
Integrating error detection with automated healing processes ensures that 

many common issues can be resolved without manual intervention. For 

instance, if an application component fails a health check, the system can 

automatically restart the service or reroute traffic to healthy instances, 

minimising downtime and maintaining a seamless user experience.

Application to technical solutions

Knowable-unimaginables (Proactive Monitoring)
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Machine learning anomaly detection
Applying machine learning algorithms to 

monitor logs and system metrics allows for the 

detection of outliers that could indicate 

operational issues, security threats, or 

fraudulent activities. These systems can 

automatically alert relevant teams or trigger 

predefined response actions, reducing the time 

to resolution and enhancing system security.

Fraud detection
Deploying machine learning models trained on 

transactional data helps identify patterns 

indicative of fraudulent behaviour. By analysing 

transactions in real-time, these models can 

flag suspicious activities for review or 

automatically block transactions based on 

predefined risk thresholds.

Automated threat prediction and response
Enhancing security operations with AI and 

machine learning enables the automatic 

prediction and identification of new threats and 

vulnerabilities. Integrating these capabilities 

with incident response workflows ensures that 

potential security breaches are addressed 

swiftly, often before they can cause 

significant damage.
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Addressing unknowable-unknowns within technical solutions focuses on 

creating architectures and systems that withstand unexpected disruptions and 

maintain operational continuity and efficiency. This quadrant emphasises the 

importance of designing technical solutions that are inherently resilient, 

ensuring they can adapt to and recover from unforeseen challenges and 

threats, thereby safeguarding the organisation's digital assets and processes. 

Decoupled architectures, multi-region disaster recovery plans, and self-

healing capabilities must be considered when migrating or 

building applications.

Decoupled architectures
Developing decoupled or loosely coupled architectures is fundamental to 

enhancing system resilience. By designing systems where components 

communicate through well-defined interfaces and are independent of each 

other, organisations can ensure that the failure of one component doesn't lead 

to a cascade of failures throughout the system. This approach facilitates easier 

updates, scaling, and maintenance, enhancing the system's overall robustness.

Application to technical solutions

Unknowable-unknowns (Resiliency)
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Multi-region disaster recovery
Implementing multi-region disaster recovery 

strategies ensures that critical applications and 

data can be quickly restored in the event of a 

regional outage or disaster. By replicating data 

and services across geographically diverse 

cloud regions, organisations can provide 

seamless failover capabilities, minimising 

downtime and ensuring continuous service 

availability to users.

Self-healing architectures
Building self-healing into cloud architectures 

allows systems to automatically detect and 

correct failures without human intervention. 

This can include restarting failed services, 

reallocating resources in response to 

performance degradation, or dynamically 

adjusting configurations to optimise for current 

operational conditions. Investing in cloud 

services and tools that support auto-scaling, 

automatic backups, and integrated monitoring 

and alerting systems underpins the creation of 

self-healing systems.

Chaos engineering
Adopting chaos engineering practices to 

proactively test cloud systems' resilience 

against unexpected failures or conditions, 

helping to identify weaknesses and improve the 

system's robustness and recovery capabilities.
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For unknowable-unimaginables in the context of technical solutions, the focus 

is on preparing for extreme, unforeseeable scenarios that could necessitate a 

fundamental reevaluation or drastic change in the technology strategy. Unlike 

the unknowable-unknowns, which concentrate on resilience and recovery 

within the anticipated scope of disruptions, unknowable-unimaginables delve 

into ensuring organisational survival and the capability to innovate post-

chaos. By preparing for the possibility of having to exit a cloud environment, 

diversifying cloud strategies, and architecting for flexibility, organisations can 

ensure that they are not just surviving but potentially thriving, turning chaos 

into an opportunity for transformation.

Cloud exit or provider change strategy
Creating a comprehensive strategy for exiting a cloud provider or transitioning 

to another platform is crucial in scenarios where continued partnership 

becomes untenable due to unforeseen circumstances. This involves 

developing portable architectures and using containerisation and 

orchestration tools like Kubernetes, which allow for easier migration of services 

and applications between cloud environments without significant rework.

Application to technical solutions

Unknowable-unimaginables (Chaos)
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Alternative cloud strategies
Developing alternative cloud strategies, such as 

adopting a multi-cloud approach or relying 

more heavily on fully managed services, can 

provide flexibility in the face of unimaginable 

chaos. For instance, diversifying cloud service 

providers and investing in serverless 

architectures can reduce dependency on any 

single vendor, enabling more resilient 

operational models that can withstand drastic 

shifts in the technology landscape.

Architecting for maximum flexibility
and adaptability
Emphasising architectures that support 

maximum flexibility and adaptability — beyond 

the typical considerations for decoupled 

systems and disaster recovery — means 

adopting principles that allow for rapid 

reconfiguration of technical resources. 

Implementing advanced automation, AI-driven 

management systems, and highly modular 

designs enables businesses to adjust their 

technology stack and operations dynamically 

in response to unprecedented events.
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03. Moving items to
known-knowns



Progressing uncertainties from known-unknowns, knowable-knowns, 
and knowable-unknowns to known-knowns is a strategic endeavour 
aimed at enhancing clarity, predictability, and control over the 
transformation process. This progression is desirable because it 
reduces ambiguity, allows for more accurate planning, resource 
allocation, and risk management, and ultimately facilitates a 
smoother transition to new digital and re-engineered business 
processes. The goal is to systematically address and mitigate 
uncertainties by acquiring knowledge, insights, and solutions that 
convert these uncertainties into well-understood facts and actionable 
strategies. Below, we explore how to navigate this transition across 
three key quadrants, offering guidance on the methodologies and 
examples to illustrate the process.

03. Moving items to known-knowns
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Known-unknowns

(To be identified)

Transforming known-unknowns into known-knowns is essential for mitigating 

risks and optimising performance across digital transformation initiatives. This 

progression involves detailed exploration, identification, and definition of 

uncertainties, utilising methodologies that bring clarity and actionable insights. 

Here, we delve deeper into the process, providing prescriptive instructions and 

examples across three pivotal areas: risk management, business processes, and 

technology. By methodically addressing each uncertainty with targeted 

strategies and tools, organisations can systematically transform known-

unknowns into known-knowns. This approach not only mitigates risks but also 

empowers organisations to leverage opportunities for improvement and 

innovation across all facets of digital transformation.
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The quest to unlock agility benefits with new working methodologies presents a 

notable challenge, shadowed by uncertainties around achieving the 

expected improvements.

The pathway to resolution starts with establishing baseline agility metrics, such 

as time-to-market, customer response times, and frequency of updates. 

Transitioning teams to agile methodologies like Scrum or Kanban, under the 

guidance of skilled coaches, lays the groundwork. Regular agile maturity 

assessments then pinpoint areas needing enhancement. Iterative cycles of 

change, underpinned by constant measurement against agility metrics and 

facilitated by tools like JIRA or Trello, drive continuous improvement. Essential to 

this process is the creation of feedback loops with stakeholders and fine-

tuning workflows to align with agile principles.

Known-unknowns (To be identified)

Example 1: Risk management — Realising agility benefits

0 3 .  M O V I N G  I T E M S  T O  K N O W N - K N O W N S 89



Addressing the challenge of adapting to rapidly changing customer 

expectations requires multiple customer feedback channels to ensure a 

diverse range of insights from your specific audience. Regular market research 

deepens our general understanding of evolving trends and behaviours.  

Mapping existing customer service processes against feedback and 

complaints can reveal critical areas for enhancement. Developing prototypes 

for new processes, informed by research, help find suitable solutions.

These prototypes are then refined through a cycle of piloting, data collection, 

and iteration.

For example, after noting an uptick in mobile users, Walmart Canada's initiative 

to optimise their mobile e-commerce site resulted in a 20% increase in 

conversions and a 98% boost in mobile orders. This success was achieved by 

implementing a responsive design focused on mobile-first principles, 

highlighting the importance of listening to users and adapting accordingly.

Known-unknowns (To be identified)

Example 2: Business process — Adapting to
customer expectations
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Ensuring effective data protection within digital environments poses a 

significant challenge that requires an assessment of data sensitivity and 

compliance requirements, ensuring they are understood. Following this, an in-

depth investigation into cloud security solutions, including encryption, access 

controls, and backup services, is essential to identify the tools that best meet 

the organisation's needs.

A gap analysis can pinpoint discrepancies between the current state of data 

protection and the desired level of security. Based on these findings, an action 

plan is developed and implemented, prioritising measures that address the 

most critical gaps first. Continuous security audits and staying abreast of 

emerging data protection technologies ensure the organisation can adapt to 

new threats and maintain a robust security posture.

General Hospital's migration to the cloud was part of their ambition to become 

the most digitally enabled hospital group in England by 2023. The migration to 

a hybrid cloud approach enabled them to enhance security features 

significantly. After establishing the requirements and policies, they 

implemented Multi-Factor Authentication for all users with direct access to the 

cloud environment, used conditional access policies to control user access to 

specific areas from trusted locations, and improved their overall security 

posture using cloud-native tooling. This migration improved their cybersecurity 

and their infrastructure stability, enabling the hospital to restore services within 

an hour in case of complete loss, ensuring continuous patient care​

Known-unknowns (To be identified)

Example 3: Technology — Data protection capabilities
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Knowable-knowns
(To be Analysed)

Items within the knowable-knowns quadrant demand a comprehensive analysis 

to fully decipher their impact and to forge practical solutions. This step is crucial 

for dissecting each aspect, comparing them against established benchmarks, 

and assessing their influence on the organisation's objectives. For instance, a 

deep dive into the manufacturing process workflow could unveil critical 

bottlenecks. Addressing these issues could lead to substantial enhancements in 

production efficiency and cost reductions.
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This challenge requires evaluating the workloads, providing sufficient support, 

and aligning individual roles with the organisation's broader objectives. 

Strategies might include regular engagement surveys, tailored personal 

development plans, and recognition programs to bolster commitment and 

active participation. 

For example, a strategy used by Google is conducting regular engagement 

surveys. These surveys are meticulously designed to gauge employee 

satisfaction, understand their challenges, and collect feedback on various 

aspects of their work environment. The insights gathered from these surveys 

are invaluable, enabling Google to make informed decisions that enhance the 

workplace and address the needs of its employees.

By prioritising the well-being and development of its workforce, Google has  

improved its operational efficiency and reinforced its position as a leader in the 

technology sector.

Knowable-knowns (To be Analysed)

Example 1: Risk management — Addressing engagement 
challenges within digital transformation teams

0 3 .  M O V I N G  I T E M S  T O  K N O W N - K N O W N S 93



Deciding on cloud migration for particular business processes requires a 

nuanced cost-benefit analysis that goes beyond straightforward expense 

calculations to include performance, security, and regulatory considerations. 

This analysis should encompass a thorough review of current on-premises vs. 

cloud-based operational costs, potential scalability benefits, and

compliance alignment.

Zara, a global leader in the fast fashion industry, migrated its inventory 

management system to the cloud based on a comprehensive cost-benefit 

analysis. They went beyond simple expense calculations to consider factors 

such as improved performance, enhanced security, and adherence to 

regulatory standards. This analysis involved a detailed review of existing on-

premises operational costs in comparison with those expected from cloud-

based solutions, as well as the scalability benefits and compliance alignment 

offered by the cloud.

The findings for Zara indicated a promising shift towards cloud migration, 

projecting a significant reduction in operational costs by up to 20%. More 

importantly, the analysis uncovered the potential for vastly improved real-time 

inventory tracking, a crucial factor for Zara's fast-paced business model. By 

leveraging cloud technologies, Zara aimed to achieve greater supply chain 

efficiency, enhancing its ability to quickly respond to changing fashion trends 

and consumer demands.

Knowable-knowns (To be Analysed)

Example 2: Business process — Assessing cloud migration's 
cost-benefit for specific processes
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The adoption of data cataloguing solutions is pivotal for efficiently managing 

and categorising cloud-based data assets, thus supporting data discovery, 

governance, and compliance in data-rich and regulation-intensive 

environments. Undertaking this involves assessing existing data management 

practices, identifying gaps, and selecting a cataloguing solution that integrates 

seamlessly with the organisation's cloud infrastructure.

HSBC, a leading global bank, serves as an exemplary case of adopting data 

cataloguing solutions to enhance the management and categorisation of its 

extensive cloud-based data assets. HSBC faced the challenge of efficiently 

managing a vast amount of data spread across various cloud environments.

A robust data cataloguing system was required to support data discovery and 

governance and to ensure adherence to strict regulatory standards.

The process began with a thorough assessment of HSBC's existing data 

management practices, where the bank identified significant gaps in data 

discovery and classification that could potentially hinder compliance and 

governance. Recognising these challenges, they selected a data cataloguing 

solution that would fill these gaps and integrate with its existing cloud 

infrastructure, enhancing data accessibility and usability.

The implementation of the selected data cataloguing solution marked a 

significant milestone for HSBC, enabling the bank to be more organised and 

efficient in managing its data assets. 

Knowable-knowns (To be Analysed)

Example 3: Technology — Implementing effective data 
cataloguing solutions
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Knowable-unknowns
(External expertise)

Knowable-unknowns are often outside of the existing internal knowledge of the 

organisation and require too much of a leap in the ways of working to effectively 

figure out without external expertise. Consultants or new specialised talent can 

bring a wealth of topic-specific insights and solutions that can be tailored to fit 

an organisation's unique context. For example, in predictive maintenance, 

harnessing external knowledge in data analytics and IoT is indispensable. These 

experts can unveil cutting-edge methodologies and technologies that have yet 

to be explored within the organisation. Integrating this external expertise with the 

internal team’s experience enables the crafting of bespoke solutions like a 

predictive maintenance system, enhancing the organisation's capabilities and 

readiness for future challenges. This section explores how leveraging external 

expertise can transition knowable-unknowns into more actionable categories 

through examples in risk management, business processes, and technology.
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The challenge of dismantling functional silos to bolster cross-functional 

collaboration is a common hurdle in digital transformation endeavours. 

Overcoming this requires a structured change management strategy and the 

cultivation of a culture rooted in transparency and united objectives. By 

engaging change management consultants, organisations can receive 

tailored advice and strategies based on successful transformations observed 

in similar industries. These consultants can facilitate workshops and team-

building exercises that promote understanding and alignment, ensuring that 

silos are broken down and collaboration is enhanced across the board.

A recent survey of 1,500 global executives revealed a surprising 75% observed 

competition rather than collaboration across business functions on digitization 

efforts, leading to 64% of companies not seeing revenue growth from digital 

investments. This underscores the detrimental impact of silos on digital 

success. Furthermore, the digital age exacerbates these challenges, with 

departmental silos blocking data transparency, compounded by vendor and 

practitioner silos. These barriers, including lack of common data definitions and 

inter-departmental data sharing, critically hinder digital transformation efforts.

Knowable-unknowns
(External expertise)

Example 1: Risk management — Navigating siloed
team structures
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Understanding the full impact of rapidly advancing technologies such as AI, IoT, 

or quantum computing on business processes demands deep technical 

knowledge. Partnering with specialists in these technologies can illuminate the 

path forward, offering insights into adapting or completely re-engineering 

processes to capitalise on technological advancements. A manufacturing 

company might collaborate with an IoT consultant to integrate smart sensors 

into their production line, streamlining operations and significantly reducing 

downtime through predictive maintenance insights.

For example, A UK-based car dealership company collaborated with N-iX to 

integrate IoT predictive maintenance, enhancing equipment uptime and 

reducing maintenance costs. This approach used vibration data from various 

car components for real-time monitoring, aiding in preventive maintenance. 

Knowable-unknowns
(External expertise)

Example 2: Business process — Adapting processes to 
emerging technologies
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The development of a comprehensive knowledge portal, enriched with training 

materials, architectural examples, practical labs, and workshops, is crucial for 

fostering an environment of continuous learning and innovation. Consulting 

with external experts in advanced cloud technologies and best practices can 

ensure the portal's content is both current and highly relevant. Such a portal 

not only aids in upskilling the workforce but also serves as a centralised 

resource for teams navigating the complexities of digital transformation.

For example, ScienceSoft developed a SharePoint Online enterprise portal for a 

US-based financial advisory firm with $800 million in assets, addressing 

internal collaboration inefficiencies. The portal included enterprise search, 

content management, integrated Office 365 tools for improved 

communication, and complied with security and regulatory standards. It 

featured sections for corporate events, news, team-specific pages, a 

knowledge base, and contact information, significantly enhancing employee 

engagement and operational transparency​.

Knowable-unknowns
(External expertise)

Example 3: Technology — Advanced knowledge portal
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04. Resilience,
monitoring, and chaos



In digital transformation, certain uncertainties defy clear anticipation 
and direct planning — specifically, those within the unknowable and 
unimaginable quadrants. Unlike the other quadrants, where strategic 
action can transition uncertainties to known-knowns, the nature of 
these challenges demands a different strategy. Here, the focus shifts 
towards cultivating an organisational capability that emphasises 
resilience, proactive monitoring, and the agility to navigate chaos, 
preparing the organisation to respond effectively when unforeseen 
circumstances arise.

The goal is to enhance the organisation's resilience—its ability to 
withstand and recover from unexpected events. Monitoring plays a 
crucial role in this process, involving the deployment of systems 
capable of detecting early signs of potential issues, allowing for rapid 
response and a cultural and operational shift towards embracing 
change and uncertainty.

This approach involves several key considerations and strategies. 
Fostering a culture that values flexibility, learning, and rapid 
adaptation is essential. This cultural foundation supports the 
development of processes and mindsets that can pivot quickly in 
response to new information or sudden market shifts. Second, 
investing in technology and systems that provide comprehensive 
visibility across operations allows organisations to monitor for signs of 
emerging threats or opportunities continuously. Lastly, scenario 
planning and stress testing emerge as critical tools for preparing 
teams to handle a variety of crisis situations, ensuring that when the 
unknowable or unimaginable occurs, the organisation is not caught
off guard but is ready to act with confidence and clarity.

04. Resilience, monitoring, and chaos
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Knowable-unimaginables
(Proactive Monitoring)

The knowable-unimaginables quadrant presents a unique challenge. These are 

the scenarios or developments that, while we can't predict their specific nature or 

timing, we acknowledge that they could emerge. The key to navigating this 

quadrant lies in the organisation's ability to detect these developments as swiftly 

as possible through proactive monitoring. This involves setting up systems for 

frequent check-ins, automated alerts, and, importantly, a readiness to respond 

and learn from each incident. This section outlines a structured approach to 

quickly react to these unimaginable events and extract valuable insights, turning 

challenges into opportunities for growth and learning.

Consider an organisation that faces an unprecedented cybersecurity threat. By 

detecting the threat early through its advanced monitoring systems, a rapid 

response team engages cybersecurity experts to address the breach. Through 

the mitigation process, the team learns about new vulnerabilities and response 

strategies. This knowledge is then formalised into the organisation's cybersecurity 

protocols, transforming a once unimaginable threat into a known-known. 

Training sessions are updated to include these insights, and monitoring systems 

are refined to better detect similar threats in the future.

By adopting a structured approach to proactive monitoring and response, 

organisations can not only manage knowable-unimaginables more effectively 

but also enhance their overall resilience and agility. Learning from each incident 

paves the way for continuous improvement, turning potential crises into 

opportunities for growth and development.

Steps to enhance proactive monitoring and response
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Implement advanced monitoring systems.
Deploy state-of-the-art monitoring tools across digital platforms that use AI 

and machine learning to detect anomalies, potential threats, or emerging 

trends. Customising these tools to trigger automatic alerts ensures that any 

unusual activity is promptly brought to attention.

Establish rapid response teams.
Form dedicated teams with the authority and capability to act swiftly in 

response to alerts. These teams should have access to the necessary tools and 

authority to investigate and mitigate issues as they arise.

Frequent reviews and touchpoints.
Schedule regular touchpoints across departments to review monitoring data, 

discuss potential threats, and refine response strategies. This ensures a 

continuous loop of feedback and improvement.

Engage external experts.
When a knowable-unimaginable event occurs, bringing in specialists who have 

dealt with similar issues in other contexts can provide the necessary expertise 

to address the challenge effectively. This could mean hiring cybersecurity firms 

for digital threats or consulting with supply chain experts for disruptions.

Learning and integration.
Post-event, conduct thorough debriefs to extract lessons learned. This is crucial 

for converting the knowable-unimaginable into a known-known for future 

reference. Documenting these insights and integrating them into training 

programs and operational protocols ensures the entire organisation benefits 

from the experience.

Knowable-unimaginables
(Proactive Monitoring)
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Unknowable-unknowns
(Resiliency)

The unknowable-unknowns represent those challenges and events that are 

beyond our current comprehension and predictive capabilities. To effectively 

manage these uncertainties, build resilience into every layer of an organisation's 

operations, from its people to its processes and technology. This resilience 

enables organisations to withstand and quickly recover from any unforeseen 

disruptions, ensuring continuity and safeguarding against potential impacts. 

Below, we outline a comprehensive approach encompassing education, fault 

tolerance, simulations, disaster recovery planning, and chaos engineering to 

fortify an organisation's defenses against unknowable-unknowns.

For example, a software development firm integrates resilience training into its 

onboarding and continuous learning programs, ensuring all team members are 

equipped to handle unexpected project shifts. They use decoupled microservices 

architecture to enhance system fault tolerance alongside a comprehensive 

multi-region disaster recovery strategy that includes regular backups and drills. 

By embracing chaos engineering, the firm proactively identifies and addresses 

system weaknesses, further strengthening its operational resilience.

By taking these steps, organisations can build a culture and infrastructure that 

are not just reactive to crises but are proactively prepared for the unforeseen, 

transforming potential vulnerabilities into strengths. This holistic approach to 

resilience ensures that when unknowable-unknowns do occur, the impact on 

project timelines, technical operations, and overall business continuity is 

minimised, allowing for swift recovery and sustained progress in their digital 

transformation journey.

Steps to enhance resiliency
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Educate and train teams.
Implement ongoing training programs focused on agile and resilient project 

management methodologies. This education helps teams adapt to changes 

and tackle unforeseen challenges more effectively.

Perform simulation exercises.
Conduct regular scenario-based planning sessions and simulations to prepare 

project teams for a range of potential disruptions, enhancing their ability to 

think on their feet and respond to unexpected events.

Implement fault tolerance systems.
Design systems and architectures with built-in redundancy and failover 

mechanisms. This approach ensures that a single point of failure won't 

compromise the entire system, maintaining service continuity even under 

adverse conditions.

Disaster recovery planning.
Develop and regularly update disaster recovery plans that detail specific steps 

for data backup, system restoration, and communication protocols in the 

event of a major technical failure or cybersecurity incident.

Adopt chaos engineering practices.
Adopt chaos engineering by intentionally introducing faults into systems in 

controlled environments to test their resilience and identify weaknesses. This 

proactive practice helps uncover vulnerabilities that could be exploited by 

unforeseen issues, allowing for preemptive remediation.

Unknowable-unknowns (Resiliency)
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Unknowable-unimaginables
(Chaos)

The quadrant of unknowable-unimaginables represents the scenarios where 

chaos reigns — situations so beyond our anticipation or control that they defy 

conventional management or mitigation strategies. In these extreme cases, the 

most viable option may not be to stand firm but to change direction or exit 

gracefully. Developing a comprehensive exit strategy is not an admission of 

defeat but a pragmatic acknowledgement of the limits of foresight and control. 

This section outlines how to craft, maintain, and decide on the execution of a 

pivot or exit strategy in various contexts, ensuring that when faced with 

insurmountable chaos, organisations can minimise damage and preserve their 

core functions.

A fintech startup operating in a highly volatile market develops an exit strategy 

that includes plans for rapid data encryption and transfer to a secure location, 

settlement of outstanding financial obligations, and transparent communication 

with customers and regulators. They conduct bi-annual scenario planning 

exercises and update their exit strategy accordingly. This preparation allows 

them to navigate a sudden regulatory change that threatens their business 

model, enabling them to exit certain operations smoothly while preserving their 

core capabilities and stakeholder relationships. Crafting an exit strategy as a 

defence against chaos is a complex but essential task, ensuring that if the 

unforeseeable occurs, organisations can respond with confidence, minimising 

harm and preserving their future potential.

Steps to prepare for potential chaos
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Perform risk assessment.
The first step in this process involves conducting a thorough risk assessment. 

This means diving deep into the potential sources of catastrophic failure that 

your organisation might face, such as market collapses, technological 

disruptions, regulatory upheavals, or natural disasters. Utilising various risk 

assessment tools and frameworks helps identify these risks while engaging 

with stakeholders across different departments to ensure a comprehensive 

view. The key is to document these risks and regularly update the assessment 

to reflect the dynamic nature of the operational environment.

Identify critical assets and develop a plan to preserve them.
Identify the organisation's critical assets and develop a plan to protect them. 

This involves taking stock of all assets and operations, evaluating their 

significance to your strategic goals, and determining what needs to be 

safeguarded at all costs. Whether it's data, intellectual property, technology, or 

key personnel, developing strategies for their protection is essential. This could 

range from implementing robust data backups and securing intellectual 

property to devising succession plans for essential roles.

Legal and financial considerations.
Another vital aspect of preparing for chaos is considering the legal and 

financial implications of a pivot or exit. Ensuring that your strategy complies 

with all legal requirements and financial obligations minimises potential 

liabilities and disruptions. Consulting with legal experts and financial advisors is 

invaluable in this regard, as they can provide insights into the regulatory 

landscape and assess the economic impacts, including potential costs and 

strategies for maintaining financial stability.

Unknowable-unimaginables (Chaos)
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Develop a communication plan.
Developing a detailed communication plan also plays an important role in 

managing chaos effectively. This plan should aim to maintain trust and 

transparency with all stakeholders, outlining key messages tailored to different 

groups such as employees, customers, partners, and regulators. Deciding on 

the most effective communication channels, timing, and spokespersons 

ensures that your organisation can address concerns and questions 

confidently and in a timely manner following the unforeseen.

Perform scenario planning.
Engaging in scenario planning equips the organisation to anticipate and 

prepare for various chaotic scenarios. This involves brainstorming potential 

chaotic situations and their implications in workshops with cross-functional 

teams. For each envisioned scenario, specific action steps for mitigation, asset 

protection, and, if necessary, an orderly exit should be outlined. Keeping these 

plans flexible and regularly revisited is crucial for adapting to new insights or 

external changes.

Develop an exit plan.
Building on scenario planning and strategies, create a clear implementation 

roadmap, including trigger points that would initiate the exit process, set 

approval gates, and define roles and responsibilities for key personnel. Exit 

strategies should not be static; regular reviews and updates are crucial as the 

organisation evolves and conditions change. Monitor the external and internal 

environment, regularly train personnel on their roles in the exit process, and 

perform periodic drills to ensure readiness. The decision to activate an exit 

strategy should be based on predefined criteria set during the strategy 

development phase, ensuring that the response is timely and measured.

Unknowable-unimaginables (Chaos)
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Moving on from the potential of chaos.
Determining when it's safe to move on from the potential of chaos involves 

regularly evaluating the threat landscape and the organisation's resilience 

capabilities. A reduction in relevant risk factors or a significant enhancement in 

organisational resilience and adaptability might signal that it's appropriate to 

bring the pivot or exit plan to its conclusion.

Unknowable-unimaginables (Chaos)
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05. Systematically
overimagining



Envisioning an extensive array of ideas, including those that may seem 
far-fetched, sits at a crossroads of creativity and pragmatism. Is there 
merit in letting imaginations roam free, conjuring up every conceivable 
scenario, or does this practice lead to inefficiency, diverting precious 
resources from more probable concerns?

The argument in favour of unrestrained brainstorming is compelling. It 
champions the view that given digital transformation continually 
reshapes traditional boundaries, being overimaginative is not just 
beneficial but necessary. It's a practice that ensures preparedness for 
a broad spectrum of possibilities, fostering a culture of out-of-the-box 
thinking and resilience. By considering even the most unlikely 
scenarios, organisations can uncover hidden vulnerabilities and 
opportunities, thereby fortifying their strategies against 
future uncertainties.

However, this boundless exploration must be tempered with strategic 
analysis. We should not merely generate a voluminous list of potential 
risks and innovations. We must evaluate and prioritise them 
effectively. Herein lies the importance of assigning likelihood and 
impact ratings to each identified idea, facilitating a disciplined 
quantitative process that transforms a sprawling array of concepts 
into a structured hierarchy of priorities.

05. Systematically overimagining
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Rating

A systematic rating and prioritisation method is employed to effectively manage 

the abundance of ideas generated during the brainstorming process. This begins 

with assigning a likelihood rating, on a scale of 1 to 5, to each idea, assessing the 

probability of its occurrence. The spectrum ranges from "highly unlikely" (1) to 

"almost certain" (5). Similarly, the potential impact of each idea is evaluated, also 

on a scale of 1 to 5, to gauge its significance. Depending on the nature of the idea, 

the impact could manifest as either a positive outcome, such as enhanced 

efficiency or cost savings, or a negative consequence, such as reputational 

damage or regulatory fines. The product of these two ratings yields a score that 

guides the prioritisation process, enabling organisations to balance creativity 

with pragmatism.

The likelihood rating indicates the probability that a particular scenario will 

materialise. Each increasing number indicates an increasing probability. 

Likelihood rating 1: Extremely unlikely
Events that are almost impossible to occur within the project's lifespan or 

operational window. For example, the risk of a meteor strike disrupting cloud data 

centres. Though providers may have extensive disaster recovery plans, preparing 

specifically for a meteor strike is beyond conventional risk management scope. 

Or planning for the sudden global crash of the internet. This scenario, while 

theoretically possible, is so unlikely that dedicating resources to it could detract 

from addressing more probable risks.
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Likelihood rating 2: Unlikely
Scenarios that have a small chance of happening but are not entirely out of 

the realm of possibility. For example, the sudden obsolescence of a widely used 

programming language. While programming languages do fall out of favour, 

such shifts typically occur over extended periods, allowing ample time for 

adaptation. Or a rapid, unexpected shift in consumer behaviour. While shifts in 

consumer behaviour are common, drastic changes happening quickly are less 

common. The Covid epidemic is a prime example of such a shift.  

Likelihood rating 3: Moderate
Events that could reasonably occur and should be planned for, even if they are 

not certainties. For example, interoperability issues when integrating new 

digital tools. Given the variety of standards and platforms, some 

interoperability challenges are expected, though they are usually not 

insurmountable. Or a competitor releasing a disruptive technology solution 

that temporarily impacts market share. Competitors are continually innovating, 

and while it's reasonable to anticipate competition, the specifics and timing 

can be uncertain.

Likelihood rating 4: Likely
Scenarios with a good chance of occurring require proactive measures to 

either prevent or mitigate their impact. For example, cybersecurity breaches. 

The threat of security breaches is at an all-time high, and while specific attack 

vectors may vary, the likelihood of an attempt is significant. Or supply chain 

disruptions due to geopolitical tensions or natural disasters. Recent history has 

shown that such disruptions are increasingly common, impacting businesses 

across industries.

Rating
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Likelihood rating 5: Very likely
Events that are almost certain to occur and require immediate and detailed 

planning to address effectively. For example, encountering regulatory changes 

impacting data storage practices. With the global trend towards more 

stringent data protection laws, businesses must continuously adapt to new 

compliance requirements. Or changes in consumer preferences towards more 

sustainable and eco-friendly products. This trend has been steadily growing, 

making it a near certainty that businesses will need to adjust their offerings to 

remain competitive.

The impact rating assesses the potential effect of an idea on the organisation. 

As this whitepaper addresses both risks and transformation, we must consider 

both positive and negative outcomes when determining the impact, 

depending on what the idea is.

Impact rating 1: Negligible
When these scenarios occur, they have very little, if any, effect on the project's 

outcomes or the organisation. For example, minor updates to a software tool 

used by a small subset of the team might require a brief adjustment period but 

don't disrupt overall productivity. Or a small local competitor entering the 

market might not significantly affect a global corporation's market share or 

revenue. Similarly, a slight increase in operational efficiency due to incremental 

software optimisation can provide some benefits without dramatically 

changing the organisation's overall performance.

Rating
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Impact rating 2: Noticeable
Events with a noticeable impact can cause noticeable but manageable 

disturbances. Technically, the introduction of a new regulatory requirement for 

data encryption could necessitate changes in systems and processes, 

requiring investment in new technologies but ultimately enhancing security 

without halting operations. Conversely, adopting a new customer relationship 

management (CRM) system might improve customer engagement and sales 

efficiency, offering a clear but not game-changing advantage. On the business 

front, a moderate negative impact might be seen when a popular product 

faces a temporary supply issue, affecting sales but not the company's overall 

viability. Conversely, a successful marketing campaign that boosts brand 

recognition in a new market segment can create opportunities for growth, 

strengthening the company's position without immediately transforming its 

market status.

Impact rating 3: Significant
These scenarios have a substantial effect, necessitating well-planned 

responses to manage effectively. A significant technical challenge might arise 

from a major platform update that temporarily disrupts service but, once 

resolved, greatly improves system performance and user satisfaction. Similarly, 

a breakthrough in machine learning algorithms could significantly enhance a 

company's product recommendations system, leading to increased sales and 

customer loyalty. From a business perspective, losing a major client could put 

a dent in revenue and force a reevaluation of sales strategies, but it also 

presents an opportunity to diversify the client base and explore new markets. 

Likewise, entering a strategic partnership can open up new channels and 

significantly boost the company's market presence, requiring adjustments to 

incorporate new workflows and collaboration tools effectively.

Rating

0 5 .  S Y S T E M A T I C A L L Y  O V E R I M A G I N I N G 115



Impact rating 4: Severe
Scenarios rated with high impact can alter the course of a project or 

organisation, presenting both challenges and opportunities for substantial 

change. For instance, a critical security breach might expose sensitive data, 

requiring extensive efforts to mitigate damage, regain trust, and overhaul 

security measures. On the flip side, a major technological innovation 

developed by the organisation could disrupt the industry, setting new 

standards and catapulting the company to a leadership position. Business-

wise, a dramatic shift in consumer behaviour due to societal changes could 

severely impact demand for certain products, prompting a pivot in product 

development and marketing. Conversely, capitalising on an emerging trend 

ahead of competitors can significantly enhance the company's reputation and 

financial performance, establishing it as an industry innovator.

Impact rating 5: Transformative
These events or developments have the potential to redefine the organisation's 

trajectory. Technically, achieving a breakthrough in quantum computing could 

render existing encryption methods obsolete, necessitating a fundamental 

rethinking of data security strategies. However, mastering such technology 

could also provide unprecedented computational capabilities, opening new 

avenues for research and development. On the business front, a global 

financial crisis could drastically alter market conditions, challenging existing 

business models but also prompting innovative approaches to customer 

service and product delivery. Similarly, leading the charge on sustainability 

initiatives can not only mitigate negative environmental impacts but also 

position the company as a leader in corporate responsibility, attracting 

customers, partners, and talent who prioritise ecological stewardship.

Rating
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Incorporating the structured approach of rating and prioritisation into strategy 

development enables organisations to allocate their resources more 

effectively. For instance, the speculative threat of quantum computing 

breaking current encryption standards might be rated as low likelihood but 

high impact. While not immediately actionable, this scenario underscores the 

importance of staying informed about technological advancements and 

preparing to adapt encryption practices as necessary.

Conversely, the high likelihood and high impact of regulatory changes demand 

immediate action, prompting organisations to review and adjust their data 

storage and privacy practices proactively. This balanced approach ensures 

that resources are focused on areas with the greatest potential for influencing 

the organisation's success while maintaining a watchful eye on less immediate 

but potentially transformative developments.

Rating
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Prioritisation

In digital transformation, like most projects, prioritisation is a means to effectively 

utilise resources by focusing on the most impactful activities and those that can 

be handled quickly but still deliver significant value. 

We can consider the timing of potential impacts or opportunities. Some items 

may require immediate attention, while others may only be relevant in the future. 

This temporal aspect affects prioritisation, with near-term issues taking 

precedence or being flagged for quicker action.

Another approach involves calculating a risk or item score by multiplying the 

likelihood rating (ranging from 1 to 5) by the impact rating (also 1 to 5). This yields 

a score between 1 to 25. Depending on the type of item, we can select ranges 

within that to categorise items into low, medium, and high priority, or risks into 

red, amber, and green.

The precise ranges depend on a few factors, but focusing on risks for a moment, 

the following grouping would make sense for most organisations.

Red Zone (17-25)
High-priority items in the red zone are characterised by a high likelihood of 

occurrence and a significant impact. These are the critical risks that could 

severely disrupt operations and strategic initiatives, causing the overall plan to 

grind to a halt. Mitigating these risks should be a top priority, with immediate and 

focused attention and sufficient resources allocated for swift action.
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Amber Zone (9-16)
The amber range signifies medium-priority risks that would have a moderate 

but still unwelcome impact on the organisation. These risks warrant attention 

and typically require planning and resources to mitigate. However, they don't 

pose an immediate threat that necessitates urgent action. Tasks and risks in 

the amber zone should be addressed in the strategic planning process, with 

resources allocated based on their potential to affect the strategy’s outcome.

Green Zone (1-8)
Green zone scores are assigned to risks with either a low likelihood of 

occurrence, minimal impact, or both. They represent scenarios that, while 

possible, are not expected to significantly disrupt things. Focusing too much on 

these areas could divert resources from more critical issues. The green zone 

suggests these items should be monitored but do not require immediate 

action. They are typically managed through routine procedures without the 

need for special attention or dedicated resources.

Prioritisation
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Effort

To effectively prioritise and manage the implementation or mitigation efforts 

within digital transformation initiatives, understanding the effort involved is 

crucial. The effort rating scale from 1 to 5 serves as a guide to estimate the 

resources, time, and complexity associated with each action. Here’s a breakdown 

of what each level on the effort scale signifies, accompanied by practical 

examples across risk management, business processes, and technology.

Effort rating 1: Minimal
Tasks categorised under this rating are the simplest to address, typically 

requiring less than a day to complete. They demand minimal resources, often 

involving straightforward updates or changes that don't disrupt existing 

workflows. For instance, a risk like updating password policies can be quickly 

addressed through minor policy adjustments. In process terms, implementing a 

basic automated script to streamline a recurring manual data entry task falls 

here, enhancing efficiency with minimal effort. Technologically, a simple software 

update to patch known vulnerabilities represents a minimal-effort task, ensuring 

systems are up to date with a few clicks.

Effort rating 2: Low
Low-effort tasks may require a few days to a week to implement, needing some 

planning but still relatively simple to execute. A risk management example is 

conducting a basic training session on phishing awareness to reduce 

susceptibility to email scams. In process improvement, creating a new template 

for monthly reports to improve clarity and reduce preparation time illustrates low 

effort. For technology, upgrading a department's workstations to a slightly more 

advanced operating system, assuming compatibility and no significant training 

requirements, is a task with low effort.
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Effort rating 3: Moderate
Moderate-effort tasks involve a few weeks to a month of work, requiring more 

significant planning and resources. They include developing a more 

comprehensive disaster recovery plan to mitigate data loss risks, involving 

multiple departments. In business processes, integrating a new online 

payment system requires moderate effort, including vendor selection, 

integration, and training. On the technology front, implementing a new API to 

improve data sharing between two systems demonstrates a moderate level of 

effort due to the need for precise coordination and testing.

Effort rating 4: High
High-effort tasks can span up to a few months and necessitate extensive 

resources and cross-departmental collaboration. For example, establishing a 

full-scale cybersecurity incident response team, involving recruitment, training, 

and the setup of monitoring tools. For business processes, redesigning the 

customer onboarding experience, which may include new software, training, 

and a pilot phase. In technology, migrating a large dataset from an on-

premise server to a cloud environment, ensuring data integrity and security, is 

high-effort due to its complexity and the coordination required.

Effort rating 5: Very High
These are colossal undertakings that are certainly more than 6 months but can 

last more than a year. They often signal the need for major organisational 

changes or the adoption of a completely new way of working. For example, 

addressing the risks around resources and competencies requires significant 

effort and change in culture, talent acquisition, education, HR processes, and 

career paths. In business processes, moving to a more agile approach across 

the organisation is notoriously high effort, affecting nearly every department. 

For technology, transitioning an entire organisation’s IT infrastructure to the 

cloud, due to the planning, risk assessment, training, and execution time 

involved. 

Effort
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Note that Items classified under "high" and "very high" are typically too broad 

and challenging to manage effectively as single tasks. Consider breaking them 

down into smaller, more manageable components to facilitate better planning 

and execution.

Understanding the effort involved in each potential project or mitigation 

strategy allows organisations to align their resources more effectively. For 

instance, while a cybersecurity breach might have a high priority due to its 

impact and likelihood, the considerable effort required for its mitigation means 

that sufficient resources must be allocated to address it appropriately. 

Conversely, tasks with lower effort ratings but high impact (quick wins) can be 

prioritised to achieve significant benefits with minimal resource investment.

Effort ratings thus play a critical role in prioritisation, enabling decision-makers 

to weigh the benefits of each action against the required investment, ensuring 

that resources are allocated efficiently and effectively to drive digital 

transformation success.

Rating
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The risk vs. effort matrix is an instrumental tool for strategic planning and 

prioritisation within organisations. It balances the potential benefits of various 

tasks against the resources required to accomplish them. By categorising tasks 

based on their score (derived from multiplying the likelihood of occurrence by 

the potential impact) and the effort needed for implementation, organisations 

can create a visual representation that aids in decision-making. This matrix 

ensures that resources are allocated efficiently, focusing on initiatives that offer 

the most significant benefit relative to their cost.

The matrix is divided into four quadrants, each representing a different 

strategic priority.

Rating
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Table example

Here's a hypothetical table demonstrating how items across risk, process, and 

technology might be scored and prioritised.
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Tracking progress

Tracking progress over time, especially in the context of managing risks, is a 

critical aspect of ensuring that an organisation's strategic planning and risk 

mitigation efforts are not just reactive but also proactive and dynamic. This is 

where visual tools like spider diagrams become invaluable. They offer a clear, 

intuitive way to represent the level of risk exposure across various subcategories 

over time. Rather than attempting to track individual risks, which can be 

numerous and fluctuate in priority, grouping them into broader subcategories 

provides a manageable and insightful overview.

A spider diagram, with its radial layout, allows organisations to plot multiple 

dimensions of data — each representing a different risk subcategory — 

originating from a central point. As efforts are made to address and mitigate 

these risks, and as some risks become obsolete or are successfully managed, the 

diagram reflects these changes. The aim is for the "risk exposure" levels, 

represented by the distance from the centre of the diagram to the point on each 

axis, to decrease over time. This reduction signifies that the organisation is 

effectively managing its risk exposure and making tangible progress in securing 

its operations against potential threats.

A well-maintained spider diagram serves as a dynamic progress report. It 

visually communicates the effectiveness of the organisation's risk management 

strategies, providing clear evidence of improvement and areas that still require 

attention. Regular updates to the diagram, aligned with the periodic reviews of 

the risk vs. effort matrix, ensure that the organisation's leadership and 

stakeholders have a current and accurate picture of risk exposure
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 This visual tracking mechanism supports strategic decision-making, enabling 

timely adjustments to strategies and resource allocation to address emerging 

or persisting risks.

This balanced approach — allowing for the free flow of creativity in envisioning 

risks and opportunities while grounding them in a pragmatic, analytical 

framework for evaluation and prioritisation — transforms the process of 

overimagining into a powerful strategic tool. It empowers organisations to 

navigate the complexities of digital transformation confidently, armed with a 

comprehensive understanding of potential challenges and a strategic plan for 

addressing them. Ultimately, the practice of creatively speculating potential 

scenarios, when paired with methodical analysis and tracking, becomes a 

source of actionable intelligence.

Tracking progress
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- Socrates

"The secret of change is to focus all 
of your energy, not on fighting the 

old, but on building the new."
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06. Future-proofing
uncertainty



The traditional approach to project planning matrices tends to focus 
just on known variables and predictable outcomes. It may 
acknowledge the presence of unknown-unknowns, but typically, little 
is done to uncover them. While streamlined, this approach still exposes 
organisations to the vulnerabilities of unforeseen disruptions that lie 
beyond the horizon of predictability. The infusion of a more 
comprehensive matrix that encapsulates unknowns, unknowables, 
and unimaginable is a significant shift, impacting activities and 
timelines in multiple ways.

The expanded matrix fundamentally alters how we plan a project. 
Considerably more time will be needed to brainstorm and discover 
ideas to fill out the matrix. It encourages planners and strategists to 
broaden their gaze, venturing into the speculative realms of what 
might be beyond the confines of what is known. This shift fosters a 
planning culture where the anticipation of, and preparation for, the 
unpredictable is woven into the very fabric of strategy development. 
Acknowledging the spectrum of unknown-unknowns enables 
organisations to embrace a stance of resilience and adaptability, 
fortifying them against the tremors of unforeseen changes.

The upside is that this can save considerable time later. Rather than a 
reactive approach after things go sideways, creative planning, 
preparing for the unknown, and resilience can help mitigate unplanned 
events, drastically reducing the time needed to manage them and their 
impact if and when they occur later in the project.

06. Future-proofing uncertainty
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Adopting this expanded perspective necessitates both a cultural and 
methodological evolution within organisations. It demands the 
cultivation of strategic flexibility — strategies that are not rigid but are 
designed to evolve in response to new learnings and changing 
circumstances. This approach underscores the importance of fostering 
a mindset geared towards continuous learning and innovation, where 
organisational agility is not just a buzzword but a core operational 
principle. Systems and processes must be architected for rapid 
adaptation, allowing organisations to pivot swiftly in the face of new 
information or emergent scenarios.

Organisations are compelled to invest in building their internal 
capabilities to harness the full potential of this comprehensive risk 
matrix. This involves a commitment to training personnel in the 
nuances of navigating uncertainties, the adoption of advanced 
analytical tools for deeper insights, and the cultivation of a proactive 
risk management culture. These initiatives are critical in equipping 
organisations with the tools and mindset to not just weather the storm 
of uncertainties but to leverage these challenges as opportunities for 
growth and innovation.

06. Future-proofing uncertainty
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Incorporating the considerations of unknown-unknowns into the 
planning matrix transcends traditional risk management practices. It 
elevates the discipline by endowing organisations with enhanced 
foresight and flexibility, enabling them to chart a course through the 
complexities of today’s dynamic business environment. This shift 
ensures that organisations are not merely reactive to the winds of 
change but are prepared to sail them, capitalising on the opportunities 
that lie within the uncertainty. Thus, the expanded matrix not only 
alters the approach to project planning but also redefines the strategic 
posture of organisations towards a future where change is the
only constant.

06. Future-proofing uncertainty
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Integrating uncertainty matrices
into planning

Integrating uncertainty matrices into the strategic planning process is a critical 

step for organisations aiming to future-proof their operations against the 

unpredictable landscape of digital transformation. The essence of this approach 

lies in treating the uncertainty matrix not as a static document but as a dynamic, 

evolving tool that shapes decision-making, strategy development, and 

risk management.

The first step involves the formal incorporation of uncertainty matrices into the 

strategic planning cycle. This integration ensures that identifying, analysing, and 

responding to potential risks and opportunities becomes a routine part of 

strategy sessions. Organisations should begin by mapping out known factors 

affecting their industry and operations while also acknowledging areas of 

uncertainty. This process should be inclusive, involving stakeholders from various 

levels and departments to capture a comprehensive view of the 

uncertainties faced.

Routine assessments of the uncertainty matrix are essential for keeping it 

relevant. This involves regularly scheduled reviews where teams scan the external 

environment for new developments, technological advancements, regulatory 

changes, and emerging market trends. Each identified factor should be 

evaluated for its potential impact on the organisation, requiring teams to gather 

data, seek expert opinions, and use analytical tools to gauge the severity and 

likelihood of each uncertainty. Adjustments to the strategic plan should follow, 

prioritising actions that mitigate risks or seize emerging opportunities.
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Strategic foresight goes beyond reactive planning; it's about proactively 

preparing for future possibilities. Embedding foresight into the organisational 

culture means training teams in scenario planning and future thinking 

methodologies. Workshops and simulation exercises can help teams visualise 

different future scenarios, including both optimistic and pessimistic outlooks, 

and understand the implications of each. This broadens the organisational 

perspective, enabling a move from merely reacting to changes to anticipating 

and shaping them.

With the matrix continually updated, the next step is to extract actionable 

insights that can guide strategic decisions. This involves a detailed analysis of 

the matrix to identify which uncertainties have the potential to impact the 

organisation significantly. Prioritisation is crucial here; a scoring system that 

multiplies the likelihood of an event occurring by its potential impact can help 

rank uncertainties. Those with the highest scores should be addressed first, 

allocating resources to initiatives that either mitigate these risks or capitalise 

on identified opportunities.

For example, if an emerging technology is rated as having a high likelihood of 

affecting the industry and a significant potential impact, the organisation 

might prioritise investments in skills training or pilot projects related to this 

technology. Conversely, lower-scoring items might be monitored but not 

immediately acted upon, ensuring that resources are concentrated where they 

can have the most meaningful effect.

Through these steps, the uncertainty matrix becomes an integral part of an 

organisation's strategic toolkit, not only guiding them through present 

challenges but also preparing them for future shifts. This proactive approach to 

managing uncertainty ensures that organisations can navigate the 

complexities of digital transformation confidently and effectively, turning 

potential threats into opportunities for growth and innovation.

Integrating uncertainty matrices
into planning
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Leveraging uncertainty for
innovation

Leveraging uncertainty for innovation transcends the traditional boundaries of 

risk management, transforming the uncertainty matrix into a vital instrument for 

identifying innovation pathways. This ongoing process of matrix evolution offers a 

panoramic view of potential futures, setting a strategic stage for 

organisational innovation.

The initial step in this journey involves a meticulous analysis of the uncertainty 

matrix to spot emerging opportunities. This analysis is not merely about data 

aggregation but requires a deep dive into pattern recognition to discern shifts in 

market needs or emerging technology trends. The insights garnered from this 

process should then be synthesised into actionable intelligence, fostering a 

conducive environment for creative ideation. Teams are encouraged to think 

outside the box, using the insights as a springboard for generating innovative 

product, service, or business model concepts. This phase is pivotal, as it sets the 

direction for future explorations and potential market disruptions.

Adaptation and experimentation are central to leveraging the uncertainty matrix 

for innovation. Organisations should embrace scenario-based experimentation, 

using the outlined scenarios within the matrix as a foundation for targeted 

explorations. This approach necessitates a mindset of rapid prototyping and 

iteration, where prototypes or pilot projects are developed and tested against 

real-world conditions. The emphasis here is on learning from each experiment — 

successes and failures alike — to refine strategies and approaches continuously. 

Establishing a systematic feedback loop ensures that lessons learned are 

integrated back into the organisation, enriching the collective knowledge base 

and fostering a culture of perpetual adaptation.
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Building resilience and agility within the organisation is the culmination of 

effectively leveraging uncertainty for innovation. This entails designing systems 

and processes with inherent flexibility, allowing for seamless adaptation or 

scaling in response to unforeseen changes. Training and cultural integration of 

agility principles ensure that the organisation's workforce is primed to respond 

swiftly to change, embodying agility in their day-to-day operations. 

Preparedness planning, grounded in the diverse scenarios presented by the 

uncertainty matrix, equips the organisation with a suite of strategies to 

navigate the spectrum of possible futures. This preparedness is not static but 

evolves with the matrix, ensuring that the organisation remains agile and 

resilient in the face of uncertainty.

In essence, the uncertainty matrix serves not just as a navigational tool through 

the fog of the unknown but as a beacon for innovation. By continuously 

updating this matrix and harnessing its insights for innovation, organisations 

can proactively shape their future, turning potential disruptions into 

opportunities for growth and differentiation. This strategic embrace of 

uncertainty fosters an organisational ethos that values flexibility, learning, and 

rapid adaptation, setting the stage for sustained success in the ever-evolving 

digital landscape.

Leveraging uncertainty for innovation
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Continuous evolution of the
uncertainty matrices

The effectiveness and relevance of uncertainty matrices in an organisation's 

future-proofing strategy hinge on their ability to evolve continuously. This 

evolution is not just about updating entries based on new information but 

fundamentally enhancing the matrix's capacity to guide decision-making under 

uncertainty. Achieving this level of dynamism involves a systematic approach 

that integrates feedback loops, stakeholder engagement, and the strategic use 

of technology and data analytics.

The first step towards evolving uncertainty matrices involves establishing robust 

feedback loops. These loops are mechanisms designed to systematically 

capture and analyse the outcomes of decisions and strategies that were 

informed by the matrix. For instance, after implementing a strategic initiative, an 

organisation should review its success or failure, distilling key learnings and 

insights. This process involves quantitative metrics of success and qualitative 

feedback from teams on the ground. The gathered insights are used to update 

the matrix, refine risk assessments, and understand the perceived impact of 

different uncertainties. By doing so, the matrix becomes a living document, 

continuously improved through the organisation's experiences.
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The richness and depth of an uncertainty matrix significantly benefit from the 

diversity of perspectives. Engaging a broad range of stakeholders in its update 

process ensures that the matrix captures a wide array of uncertainties from 

different angles. This means involving not just senior leadership but also front-

line employees, customers, and even external partners. Each group can 

provide unique insights into potential risks and opportunities that might not be 

evident from a single vantage point. Workshops, surveys, and collaborative 

platforms can facilitate this engagement, allowing stakeholders to contribute 

their perspectives and insights. The outcome is a more comprehensive and 

nuanced matrix that reflects the multifaceted nature of the organisation's 

operating environment.

In today's data-driven world, the strategic use of technology and data 

analytics can significantly enhance the predictive capabilities of uncertainty 

matrices. Advanced analytics tools can sift through vast amounts of data to 

identify trends, correlations, and patterns that human analysts might overlook. 

For example, machine learning models can analyse market data to predict 

emerging industry trends, while natural language processing can monitor 

social media and news outlets for signals of geopolitical shifts or societal 

changes that could impact the organisation. Integrating these technological 

insights into the uncertainty matrix not only improves its accuracy but also its 

relevance, enabling organisations to anticipate and prepare for future 

developments more effectively.

The continuous evolution of uncertainty matrices, powered by feedback loops, 

stakeholder engagement, and data analytics, transforms them into dynamic 

tools that can guide organisations through the complexities of the future. By 

systematically enhancing their matrices, organisations equip themselves with 

a strategic asset that not only navigates the present but also shapes their 

journey into the unknown, ensuring resilience and adaptability in the

face of change.

Continuous evolution of the
uncertainty matrices

0 6 .  F U T U R E - P R O O F I N G  U N C E R T A I N T Y 137



07. Conclusion



The journey through this whitepaper has been a deep dive into the nuanced 

landscape of uncertainty matrices adapted for the modern challenges of 

digital transformation. From its roots in Dave Snowden's pioneering work to its 

application across various domains, the matrix has emerged as a versatile tool 

for navigating the unpredictable waters of strategic decision-making.

The adaptation of the uncertainty matrices for digital transformation laid out in 

this whitepaper is tailored to demystify the intricacies of digital innovation. It 

transforms an abstract analytical tool into a practical guide, replete with 

actionable insights and contextual examples designed to facilitate smoother 

navigation through the volatile waters of digital change.

At its core, this adaptation is rooted in the foundational concepts of known-

knowns, known-unknowns, and unknown-unknowns, drawing on the Johari 

Window technique to provide a scaffold for understanding and addressing 

uncertainties in a structured manner. By categorising uncertainties into distinct 

quadrants, the uncertainty matrix empowers decision-makers to approach 

strategic planning with a more holistic and informed perspective, 

acknowledging the visible challenges and the hidden and unpredictable ones.

The expanded matrix, integrating considerations for unknown-unknowns, 

marks a significant shift from traditional project planning methodologies. It 

prompts a broader contemplation of potential risks and opportunities, 

advocating for a planning culture that inherently values the preparation for 

unforeseen events. This shift necessitates a cultural and methodological 

evolution within organisations, fostering agility, resilience, and a proactive 

stance towards risk management. It underscores the need for a dynamic 

planning approach that is capable of adapting to new insights and emerging 

scenarios, thereby enhancing the capacity to thrive amidst uncertainty.

Conclusion
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For those on the cusp of embarking on a digital transformation, the adapted 

uncertainty matrix can provide a practical guide to meticulous planning. It 

illuminates the path ahead, highlighting potential pitfalls and opportunities, 

thus ensuring a more informed and strategic approach to transformation.

One of the primary utilities lies in its ability to systematically identify knowledge 

gaps. By mapping out known-knowns, known-unknowns, knowable-knowns, 

and beyond, using the many examples provided, organisations can pinpoint 

areas requiring further investigation or expertise. This process ensures that 

planning is comprehensive and grounded in a clear understanding of both the 

current operational landscape and the envisioned future state.

The matrix facilitates a detailed analysis of the organisation's existing 

processes, technologies, and cultural dynamics against the backdrop of digital 

transformation objectives. This comparative analysis helps in articulating a 

clear 'to-be' state, encompassing re-engineered processes, technological 

adoption, and cultural shifts necessary for transformation success.

By delineating the spectrum of uncertainties, the matrix acts as a guide for 

developing strategic initiatives. It prompts organisations to formulate 

strategies that are not only responsive to the current state but are also 

adaptive to future changes and challenges. This forward-looking planning 

ensures that digital transformation efforts are aligned with long-term 

organisational goals and market dynamics.

Organisations already navigating the digital transformation journey can 

leverage the adapted uncertainty matrix to gauge their progress and refine 

their strategies. This whitepaper provides a framework for evaluating the 

effectiveness of ongoing digital transformation initiatives. By comparing 

current progress against the framework's quadrants, organisations can assess 

whether their efforts align with the strategic objectives defined at the outset. 

This assessment can highlight areas of success and those requiring attention.
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Through a critical examination of the matrix, organisations can uncover gaps in 

their digital transformation strategy—be it overlooked risks, emerging 

technological trends, or unanticipated stakeholder concerns. Identifying these 

gaps early allows for timely adjustments to the transformation roadmap, 

thereby mitigating potential issues and enhancing the likelihood of achieving 

desired outcomes.

The dynamic nature of the uncertainty matrix advocates for continuous 

improvement. It encourages organisations to revisit and revise their digital 

transformation plans regularly, incorporating new insights, addressing 

challenges proactively, and seizing emerging opportunities. This iterative 

approach fosters resilience, adaptability, and sustained innovation throughout 

the transformation journey.

Organisations are encouraged to invest in capability-building initiatives to 

harness the insights offered by this comprehensive framework. This includes 

fostering a culture that embraces continuous learning, adopting advanced 

analytical tools for deeper insights into potential risks, and cultivating a 

proactive approach to risk management. These efforts are pivotal in 

empowering organisations to navigate the complexities of digital 

transformation confidently, leveraging uncertainties as opportunities for 

innovation and growth.

The application of uncertainty matrices extends beyond mere risk 

identification. It serves as a springboard for innovation, enabling organisations 

to identify new avenues for growth and competitive advantage. By 

continuously evolving these matrices through regular assessments, 

stakeholder engagement, and leveraging technological advancements, 

organisations can maintain a forward-looking perspective. This continuous 

evolution process not only enhances the predictive capabilities of the matrices 

but also ensures their relevance in guiding strategic decisions amidst the fast-

paced digital landscape.
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0 7 .  C O N C L U S I O N 141



About the author

About the author

Thomas Smart has been actively involved with digital projects since 

2002. His experience crosses many industries and types and sizes of 

organisations, giving him a wealth of experience and knowledge to 

draw upon as part of his consulting services. Since 2020 he has 

worked as a cloud strategy consultant, helping large, regulated 

enterprises establish or evolve a successful, scalable, and effective 

cloud strategy.

https://linkedin.com/in/thomasjsmart

142



© 2024 Thomas Smart. www.binarythinktank.com

The adaptation of the uncertainty matrices for digital 
transformation laid out in this whitepaper is tailored 

to demystify the intricacies of digital innovation. It 
transforms an abstract analytical tool into a practical 
guide, replete with actionable insights and contextual 
examples designed to facilitate smoother navigation 

through the volatile waters of digital change.

At its core, this adaptation is rooted in the 
foundational concepts of known-knowns, known-

unknowns, and unknown-unknowns, drawing on the 
Johari Window technique to provide a scaffold for 
understanding and addressing uncertainties in a 

structured manner. By categorising uncertainties into 
distinct quadrants, the uncertainty matrix empowers 
decision-makers to approach strategic planning with 

a more holistic and informed perspective, 
acknowledging not only the visible challenges but 

also the hidden and unpredictable ones.

Uncertainty matrices for
digital transformation
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